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1 Welcome to Digifort Explorer Manual

This User Manual and Technical References provides all of the
information needed to effectively implement and use all of the
basic and advanced features found in the Digifort
ExplorerSystem Administration Client.

This manual is constantly updated and does not include the
features for Digifort’s Beta versions. Information about the use of

v audio will be included in the next version of this manual.

11 Screen Shots

The screen shots contained in this manual may not be identical to the interface that you will see
using the Software. Some differences may appear, with no impairment in use of this manual.
This is due to the fact that frequent updates and the inclusion of new features are carried out
with the purpose of continuous improvement of the system.

1.2 For whom this manual is intended

This manual is directed toward Digifort System administrators who are responsible for the
complete configuration of the Digifort Server.

1.3 How to use this manual

This manual is structured into chapters, topics and sub-topics.

Important:

e If your version is not the Enterprise, some features may present limitations. To know the
limitations of your version check the Feature Matrix table on the www.digifort.com site.

e The screenshots in this manual are originally taken from the Enterprise version. For this reason,

some features may present differences in the screenshot from the version you are using. We are
constantly updating this manual and improving its content.

14 Prerequisites

For complete appreciation of the content of this manual, some prerequisites are necessary:

© 2002 - 2020 by Digifort, all rights reserved
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Use of computers and their peripherals equipment.
Use of the Microsoft Windows operating system.
Knowledge of client-server architecture.
Knowledge of computer network architecture.
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2 Digifort Services Administrator

The Digifort System is a software developed around the client-server platform, making use of all the
features and benefits that this platform offers.

In the client-server platform, all of the information is stored in the central server responsible for its
administration. In the case of the Digifort System, the server is the component responsible for
(among other functions) maintaining the recordings generated by the images supplied by cameras,
administrating disk space, alerting the operators and administrators about system abnormalities and
making information available to the clients.

The Digifort Server is an application that runs as a Windows system senvice, therefore, it is executed
automatically when Windows is initiated, without need for user intervention.

The Senices Administrator is the software responsible for the control of its execution, displaying
information about the state of working and offering senvice installation and initialization controls.

Note
As this is a Windows senvice, Digifort enables you to use its various features, such as the
Active directory, the Explorer file management system (DHCP, UpnP), TCP/IP communication
systems, video control systems, etc

21 How to execute the Digifort Services Administrator

To execute the Senices Administrator, locate the Digifort Explorer 7.3.0.0 Server icon on your
Desktop, or, in Start->Programs->Digifort Explorer 7.3.0.0 ->Senrver->Sener and execute it. The
Senices Administrator will be started opening the screen shown in the picture below:

© 2002 - 2020 by Digifort, all rights reserved
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2.2

i ] !
dl Digifort Services Manager [ = |«[E] |ﬁ]
Digifort Services:
Services Status File
Digifart Server Service running. . | £ '|,F‘mgram_ Files (x...
Digifort Database Server SErVICE running. .. “C:\Program Files (x...
Digifort Mobile Camera Server SErVice running. .. C:\Program Files (x...

Digifort Database Server

2 | e
@ @smp X

The Senices Administrator offers the following functions:

Digifort Services: Displays the list of available senices that can be manipulated.

Initiate: Initiates the selected senice. Available only if the senice is installed and stopped.
Stop: Stops the selected senice. Available only if the senice is installed and initiated.
Install Service: Installs the selected senice. Available only if the senice is not installed.
Uninstall Service: Uninstalls the selected senice. Available only if the senice is installed
and stopped

For the operation of the following senices must be Digifort in operation:
Digifort Server responsible for managing the recording and communicating with customers.
Digifort Database Server responsible for managing Digifort database.

The "Digifort Analytics Server" must be running in a network device so that video analysis
modules can run. (Standard, Professional e Enterprise)

The "Digifort LPR Server" must be running in a network device so that LPR modules can run.
(Standard, Professional e Enterprise)

The "Digifort Mobile Camera Server" must be running so that the Digifort Mobile Camera module
can run.

How to initiate the Digifort Server service

To initiate the Digifort Server senice, first it must be installed. Carry out the following steps to
correctly initiate the senice:

1. Select the senice “Digifort Server”

2. Click on Install Service, a confirmation screen will be shown, informing that the senice

was successfully installed.

© 2002 - 2020 by Digifort, all rights reserved
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3. Click on Initiate and wait while the sener is initiated. The process of initialization

terminates when the message “Senvice functioning...” appears on the status bar.

Note

13

If the server was stopped for some reason and initiated again, the initialization process can be
slow, since a check-out has to be carried out in all of the existing recordings, creating a disk

structure map.

2.3 How to stop the Digifort Server service

At any moment, the execution of the Digifort Server senice can be interrupted. When this is
done, the server will no longer execute any function such as, for example, the administration of

alarms and recording of the cameras.

The process of stopping the Digifort Server is quite simple, just clicking on the Stop button.
When the seniice is successfully stopped, the “Senvice stopped...” should appear on the status

bar.

© 2002 - 2020 by Digifort, all rights reserved
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3 Basic functions of the Administration Client

The Administration Client is the system module of Digifort that is responsible for the server
configuration. In this module you will be able, among other things, to register the cameras, set
alarms, check the status of the server and set the users who will have access to the system.

The Administration Client can manage unlimited servers simultaneously, simply by registering the
desired servers. There is no limit to the number of customers and the number of cameras to be
monitored, depending only on the storage capacity and server processing.

3.1 How to execute the Administration Client

To access the Administration client, locate the icon Digifort Explorer 7.3.0.0 administration client on
your Desktop or on

Start Menu->Programs->Digifort->Administration Client and run it. The Administration Client will start
as shown in the figure below:

-

The Administration Client offers the following initial configurations:

lﬂ Digifort Servers

4 l! local Configurations Menu: This menu displays the
> gl Recording Server configurations available for the selected server. The
» () Aerts and Events configurations are shown in tree format that is, with items
_‘} Users and sub-items. To access some server configuration,
AL} settings click on the desired menu. The configurations related to
..... B server Information the selected item will be displayed in the reserved area at
e T PR the right of the item.
ﬁ' RTSP Server
# Licenses
E Logs

v ﬁ Digifort Mobile Camera Servers

3.1.1 Add Server

o Add Server: Starts the inclusion of a server. Use this button to add servers that
are administered by the Administration Client. To learn how to include servers
see How to configure the servers to be administrated

3.1.2 Modify Server

@ Modify Server: With the server selected, this option shows the server
settings configuration.

© 2002 - 2020 by Digifort, all rights reserved
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3.1.3 Delete Server

° Delete Server: Delete selected server.

3.1.4 Disconnectfrom server

o Disconnect from server: Terminates the connection and administration of the
selected server. To disconnect from a server, select it in the Configurations
Menu and click on this button

3.1.5 About Digifort

About: Show information about current Digifort version.

3.1.6 How to configure the servers to be administrated

The first step to be done in the configuration of a server is to add it to the list of servers to be
administrated by the Administration Client.

To add a server, click on the Add Senrver button, opening the server registration screen, as
shown in the picture below

Add Digifort Server (=]

Server |

l. Add Digifort Server

Server Mame

Server IP Port
8600

A

Servers

A 152, 188.0. 14:8600
A8 192. 168.0. 10:8600

[ox ] [ oo
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e Server Name: Enter the name of the server to be added. After confirmation of the data, the name
of the server cannot be changed..

e Server IP: Enter the IP of the server to be administrated.

¢ Port: Enter the communication port of the server. As a standard, the port is 8600. The
communication port of the server cannot be changed, this configuration should only be changed if
accessing the server located in remote places, for example, Internet.

e Servers: This list will contain all of the Digifort servers that the Administration Client found in the
network. Upon clicking on one of the servers, the IP and Port fields (described abowe) will be filled
in automatically, leaving only the Server Name field to be entered to complete the registration.

After correctly informing all data, click OK.
After inclusion of the sener, it will be displayed in the Configuration Menu as shown in the picture
below

4 !i@ﬁ Digifort Servers |
e l—Y 1
l! | Add Server

Modify Parameters

Delete Server

S

: — -
- ¥ Isers ‘
i

L. aim Screenstyles

To change the parameters of a server already saved, click on the right button over the desired server
and then click on Modify Parameters. In the screen that opens, modify the data as necessary and
click on OK.

To exclude a sener, click on the right button over the desired server and then click on Exclude
Server. Click on Yes on the confirmation message that appears.

Tip: If the Digifort Server is being executed on the same computer as the Administration Client, the
Loopback IP, identified by 127.0.0.1 may be informed.

Tip
If the Digifort Server is being executed on the same computer as the Administration Client, the
Loopback IP, identified by 127.0.0.1 may be informed.

3.2 How to connect a management server

After adding the sener, locate in it in the Configurations Menu and double-click on it. Once this is done,
you will be asked to provide a username and password to access the sener configurations as shown in
the picture below:

© 2002 - 2020 by Digifort, all rights reserved
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Server Login

_Lugin |

l. Digifort Server Login

Server: local

IP: 127.0.0.1
Port: 3600
User

admin

Password

[ Lagin

] | Cancel

e Username: Access username.
e Password: Password for access.

Enter your username and password to access the server. If this is the first time you are accessing the
system, insert the same username as the admin and leave the password blank.

Once you hawe filled in the access information, click on OK. If the authentication for access is
successful, the Configurations Menu opens showing the configurations available for the server, as shown

in the picture below:

a l‘ Digifort Servers

F] i' local |

-
> sers

> a Settings

------ Web Server
% pTsp server

------ # Licenses

~|5l] Logs

: ﬁ Recording Server
I O Alerts and Events

b ‘ Server Information

. ﬁ Digifort Mobile Camera Servers

~Note

The admin user is the only user that cannot be removed from the system and has every right of
access. For security purposes, a password must be given to stop unauthorized people accessing
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the system.
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4 Licensing Digifort

To unlock the system and some features, it is necessary to perform the licensing of the software.
There are many types of licenses and license packages. For more information, contact your resale.

The licenses only work on the server for which the registration request was made. This is because
each senver generates a different password and the licenses are generated based on this password,
making them unique.

There are two licensing methods for Digifort - the licensing performed via the internet and the one via
license files.

The licensing performed via the internet is the safest and recommended, but if your server does not
feature internet access, use the licensing via license files.

Tip
As Digifort works on the Client-Server platform, the registration request does not hawe to be
made by the server itself, i.e., any other computer on the network can perform this request via
the Administration Client.

Important
If the recording server is formatted, a new password is generated by the serer. Thus, a new
registration request must be made

41 How to configure the licenses

Before you start your server, check if the Hardkey that is sold together with the software is
correctly connected to your machine.

To begin licensing Digifort, after logging into the server, locate the Licenses item in the Server's
Settings Menu, as shown in figure below:

W e Vel L e
F

------ e Web Server

[+ ’ﬁ ! RTSP Server
------ I) Licenses

:_: Logs

(S

Once this is done, information on the present status of Digifort licensing will be displayed on the
right side, as illustrated in the figure below:

© 2002 - 2020 by Digifort, all rights reserved



22

Administration Client - Version 7.3.0.0

ENSe.

 check the system s license. Here you will be able to request and install your license.

- pgfort Object Type Total Licenses Licensed Objects Used Objects Observations
v J@ ol Camera 0 8 1 3 Hour(s), 59 Minute(s) and 34 Second(s)
ol Recording Server
(©) Merts and Events

=
L

2} settrs

P server Information

Lt [ *)

Administrating the server local (IP: 127.0.0.1 Port: 8600)..

Demo license

From this screen, it is possible to retrieve the following information:

o Total licenses: Number of licenses installed on the server of a particular type of object.
e Licensed objects: Number of licensed objects for the type of object.
e Used Objects: How many objects are using the licenses at this time.

Types of licenses:

e Camera: License to release camera recording.

e |/O Device: License for the use of I/O boards.

o Edge Analytics: License to use bundled analytics.

e Edge LPR: License to use bundled LPR.

e Camera Failover: Allows the use of the Failover feature for a given number of cameras.

¢ |/O Devices (Failover): Allows the use of the Failover feature for a given number of /O
devices.

o Edge Analytics (Failover): Allows the use of the Failover feature for a given number of edge
analytics.

e Edge LPR (Failover): Allows the use of the Failover feature for a given nhumber of edge LPR.

To learn more about licensing, see your dealer.

To configure server licenses, click on the Configure Licenses button.
This action will prompt the License Manager to run, as illustrated in the figure below:

© 2002 - 2020 by Digifort, all rights reserved
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Licenses Manager

(]

Licenses

Licences Manager
Installed Licenses
License Software Part, Mumber Type of Lic...  Type of Object Objects

231-DGFLIC:BGONn... EMTERPRISE DGFPR1116VE Pack Camera 16
231-DGFLIC:BG3NN... EMTERPRISE DGFPR2001YE Base Alarm Device 1
231-DGFLIC:BGSNN... EMTERPRISE DGFPR1104vE Pack Camera

231-DGFLIC:BGONN... EMTERPRISE DGFPR.1008YE Base Camera 8

add | | Delete

In this screen, all licenses installed on the sener are displayed. To add a license, click on the
Add button and to remowe a license, select the desired license and click on the Remove
button.

At the end of settings, click on the OK button to close this screen.

Note

If the base license is remowved, the pack licenses will not be loaded and will
automatically disappear from the screen. Pack licenses are only loaded if the base
license is installed.

411 How to add alicense

To add a license, click on the Add button in the License Manager. The license
addition screen will be displayed as shown in the figure below:

© 2002 - 2020 by Digifort, all rights reserved



24 Administration Client - Version 7.3.0.0

Add License n

Licenses

? Add License

Copy to dipboard

If you are not yet a Digifort dient and wish to test the system dick "Send Reqistration data”™ and
fill in all data correctly to receive a demo license for 1 month.

Send Registration Data

% Click "Online Licenses" to add your license via Internet. If you have just made the license request,
this will take 1 to 2 workdays to be available in our server.

Online Licenses

% If you received your license file by e-mail, dick “Insert Licence File™ to add the license to the
system.

Insert License File

Close

This screen shows the password generated by the software and provides the
resources to perform the licensing. If you need to send the password to your
reseller, simply copy it by clicking on Copy to the clipboard or use a QR code
reader to copy your password.

41.2 How to send data for registration

The first phase in licensing Digifort is the sending of data for registration. This process
consists of filling out the user’s data which will be sent together with the counter
password of the server to the Licensing Center.

With this data at hand, the Licensing Center will generate the requested licenses and a
confirmation will be sent to the supplied e-mail address.

To start the process of sending registration data, click on Send data for Registration.
This action will open a form to be filled out with the client’s data, as shown in the picture
below:
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Send Registration Data @

Send Data |

%% gend Registration Data

L3

Company name (¥

Contact name (*)

Email (*)

m

Phone ()

Country (%)

Remarks

# Demo license

™ Official license

Certificate number: [%)

Close

After correctly filling in the fields, click on the Send button. Your license will be
generated in at most two weekdays. When your license is finished, you will
receive a confirmation letter by e-mail with all of the instructions for installing
the license.

These instructions are also described in the following pages of this manual.
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41.3 How toinstall licenses via Online Licenses
Licensing via Online Licenses is the safest and most practical way to license
Digifort.
After receiving the license confirmation e-mail, click on the Online Licenses
button. A window will be opened listing all of the available licenses for your sener,
as shown in the picture below:
Online Licenses [=]
e |
q} Online Licenses
Part Number System Quantity License type Creation date Expiration date Install
DGFEN1809V7 Enterprise a9 Demo 8/12/2014 8/1/2015 *
Awailable license for installation
Installed license
Expired installed license
Expired license
Close |
To install the licences, locate the desired license and then click on the icon in the
Install column. In the case of installation of official licenses, install the base license
first, then all of the pack licenses. And in the case of demonstration license
installation, install it normally.
After installation of the licenses, click on the Close button.
41.4 How toinstall licenses via license files

In case your server has no access to Internet, you must use licensing via license files.
To carry out this process, copy the counter password of your server and send it via e-
mail to Digifort. Your license will be generated using this counter password. Soon
afterwards, the license files will be sent to your e-mail address.

To install the license files in the Digifort Server, copy them to the server or to some
network unit that it has access to and click on Insert License File. A window should
open requesting the location of the license files.

Locate the files and open first the base license file and afterwards all of the pack license
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41.5

files.

Observation
Some errors can occur using this licensing method. This is due to the fact that the
licensing process is being carried out by means outside of the realm of Digifort. The
most common errors are: sending of an incorrect counter password and corruption
of the license files sent by e-mail. For this reason, try to use the Online Licensing
method.

Enabling a temporary license

The temporary license feature was created to enable the software demo. Once the temporary license is
activated, the software will work for two hours.

To activate the temporary license click on the Demo License button as shown in the Picture below:

Total number of Licenses: 0 License(s) (0 Cameras) (0 Alarm Devices)

Temporary License: 0 Hour(s), 0 Minute(s) and 0 Second(s)

Configure Licenses I [ Demo license J

Then click on Activate temporary license as shown in the picture below:
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Demo license selection @

Demo license

3
? Configure demo license

30 Days demao license. This license allows unrestricted use of the system at certain time,
allowing a detailed evaluation of all its features, stability and performance. To request your
demo license you must complete and submit the application form.

Reguest demo license

4 Hours temporary license, This license must be used for demonstrations of the system, with it
vou will have enough time to make a brief presentation, without having to fil out the form, or
wait for & demo license. After the expiration of the license, the server must be restarted for a
new temparary license to be activated.

Activate temporary license ]

Close

You will see the window shown below; click on yes to install the license.

o - b
Temporary Licence ﬁ

|@| The temporary licence, when activated, will grant the functicning of the

¥ whole systern for a period of 2 hours, This peried can be used for testing
or dernonstrating the system. When the licence period expires, you will
hawve to restart the server in order to reactivate the licence, Do you really
want to activate the ternporary licence?

| sim || NEo
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5 Registering Digifort

After licensing Digifort, it is necessary to register it. The registration of Digifort will guarantee that
you receive notifications of product updates, news and special offers. It will also guarantee that you
receive technical support and installation support, as well as additional benefits.

If you decide not to register, you will not be eligible for updates, upgrades, technical support or
installation support.

Registering Digifort, you will receive a registration code which, for security reasons, will also be
stored in our licensing center. If you use a hard key and it becomes necessary to format the Server
or reinstall Digifort, out licensing Center will identify your server and will automatically register it
again.

5.1 How to register Digifort

After inserting your usage license, the software’s registration window will automatically be
displayed, as shown in the figure below. To understand how to install licenses in Digifort, see

Licensing Digifort.
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Server License Registration E|

General

Server License Registration

About Registration
Your Digifort product is licensed but not registered yet.

By registering your Digifort product, it will ensure you receive notifications
of product updates, newsletters and spedial offers. It will also gquarantes
you receive technical and installation support as well as additional benefits.

If vou choose not to register, you may not be eligible for product updates,
upgrades, technical or installation support.

Digifort is committed to protecting your online privacy. Any information
provided to us will remain strictly confidential.

| COnline Registration

If this computer has Internet connectivity, please, dick the Online
Registration button to proceed.

Recommended method Online Registration

Offline Registration

If this computer doesn "t have Internet connectivity, please, dick the |
Offiline Registration button to proceed.

Offline Reqistration l

Cancel

Registration of Digifort can be done in two ways, Online and Offline. The Online method is
recommended, but can be used only when the computer which is executing the Administration
Client is connected to Internet. The Offine method must be used when the computer has no
access to Internet.

If you wish to register later, close this window and select the desired option, as shown below:

Postpone Server Registration @

Do you really want to postone the registration process?

Remember me:

In 3 days
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5.2

Registering Digifort Online

To register Digifort online, click on the Register Online Button. A screen will be displayed with

the form to be filled out, as shown in the figure below:

Cnline License Registration

=

General |

Q Online License Registration

Trading name

Contact person name
Email address (%)
Retype email address (%)
Telephone Mo (*)
Address

City { Suburb

State / Province

Country (¥} -- Mo Selection -

Postal code
Installer company name
Installer name

Installer telephone Mo

Send

Cancel

Fill in all of the fields and click on Send. A registration confirmation screen will be
displayed, together with your registration code, as shown in the figure below
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Online License Registration

General |

Q Online License Registration

g

The registration of your server license was

completed successfully. Your registration
code is 9337-79795-871-85659

Product registration &J

| The server was registered successfully

Cancel

5.3 Registering Digifort

Offline

To register Digifort offline, click on the Register Offline button. A screen will be displayed with
instructions on how to register Digifort. Follow the instructions shown in the screen and click on

Register.
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Offline License Registration =

Reqistration
E Offline License Registration

Machine Code
E19C-DGF-DBBF1EC-D1EF1*0A290DF/ 4DCB-MKEY-2485609

Intructions
To register your Digifort product, follow the steps below:

1, License Registration Website

I IJsing a computer with Internet connectivity, navigate to the address:
http: /fwwew. digifort. comLicenseRegistration. php

2. Machine Code Required
Fill in the form using the Machine Code provided above

3. Registration Code

After you complete the registration form, you will receive a "Reaqistration Cade”™,
Paste this code into the field below and dick on the "Register” button

Registration Code

Paste the registration code here

i Register l
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6 Recording Server

This chapter is dedicated to the Recording Server of the Digifort System. It is in this module that the
cameras are registered and their functioning is monitored.

The Recording Server is divided into two modules, the Camera module where the cameras are
registered, and the Status module where the functioning of the cameras is monitored.

The Digifort System works with the main brands of digital cameras in the market and accepts
analogical cameras as long as they are connected by way of a video-server device. These cameras
can be located at the same site where the server is or can be remotely connected by way of some
network connection. The main attributes of the configuration of the cameras, such as image
resolution, number of frames per second and visualization rights are configured in the Digifort
System and automatically applied to the cameras, regardless of location and without stopping the
recording of the other cameras.

Performing tasks such as recording, video playback, system settings, query events, live monitoring,
location of images are possible so that a task does not generate reflections in another.

The Register of Cameras is one of the most critical parts of the system, since a bad configuration
can lead to the malfunctioning of the system. Therefore, careful planning must be done beforehand,
collecting data such as the number of cameras, desired number of frames per second, days of
storage, available disk space, etc.

6.1 How to add a camera

To access the Register of Cameras, locate the Recording Server icon and then click on the
Cameras icon, as shown in the picture below:

4 !ﬂ' Digifort Servers

F l? local

4 ﬁ Recording Server
P stans

: ...... Bt Cameras
O Alertz and Events

Once this is done the register of cameras will be executed, as shown in the picture below:
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’ Camera Register
’ In this register you must add the cameras that the system will manage. It"s possible to configure saveral simul sly selecting the desired items and clicking the right button. w

~ il ogfort == (@l objects) (@ 5earch
R ] =7 Wngrauped)
v ok Recording Server
o st
©. g Cameras
5 (Z) Merts and Events
’ 1 Users

Name Deseription

= Cami Camera test

Bl Soeenstyles
> 40 settings
-Gl server Information
- {83 Web Server
> -4#) RTSP Server
P Lcenses

> -[B) toss

o 0 | ad [ [ peee | [ A Io| [ edify Delete mport | Find Export

Administrating the server local {IP: 127.0.0.1 Port: 8600)...

To add a camera, click on Add. To modify or remowve a camera, select the desired camera
and click on the corresponding button.

Para adicionar uma camera clique em Adicionar. Para alterar ou remover uma camera,
selecione a cAmera desejada e clique sobre o botdo correspondente.

Tip: After adding a camera to the server, the administrator will be able to duplicate it, if
necessary, by right-clicking on your registration and clicking on Duplicate

Mome " Drescrigdo
W Tex Ativar camera
e oot Desativar cdmera
W test

Duplicar

Agendamento de gravagdo
Agendamento de |/O
Buffer de alarme

L s s e ol

6.1.1 Camera

6.1.1.1 General
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General |

@t General camera data

Camera name Camera description

teste teste

Manufacturer

| 35 Vision ~ | POCKETMET Tech Inc.

Camera model Firmware

(35 vision N1071 ~| [1.010r greater ~

Camera address Part {30} User Password

192, 168.0.111 (=) = = (&)

Camera shortcut Latitude Longitude Connection timeout (Milliseconds)
-23.570171 ~45.693130 [Ea| 30000 =

Recording directory ]
Critestel e

[] Activate camera

OK l I Cancel

e Camera Name: Enter a name for the camera. This name will be used as an internal
reference of the system. Therefore, once saved it cannot be modified.

¢ Description of the camera: Enter a short description for the camera to aid in its
identification. In the Surweillance Client it is this description that will help to identify
each camera.

¢ Manufacturer: Select the manufacturer of the camera to be inserted..
¢ Model of the camera: Select the model of the camera to be inserted.

e Firmware: Select the version of the firmware of the camera to be inserted. As
default, upon selecting the model of the camera, the last version of the firmware is
automatically selected. In most cases, the choice of the most recent firmware allows
the camera to work perfectly in all of its modes.

e Camera Address: The IP or DNS address of the camera. The IP address to be used
should hawe already been internally configured in the camera.

There is support for IPV4 and IPV6 upon registration. When using a literal IPv6 address

in the system, it must be placed between brackets ("[" and "]").

For example [2001:db8:85a3:8d3:1319:8a2e:370]. If the address is literal IPv4 or DNS,

the address must not contain brackets.

e Arrow button: Opens the Windows Command Prompt with the ping command
configured with the camera IP.

e Port: Camera communication port. Most cameras on the market connect through
port 80. The port to be used must be internally configured on camera in advance.
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¢ Username and Password: Enter the user that Digifort will use to authenticate the
camera. Check your camera's manual to find out the default user and how to add
more users. Enter the password that Digifort will use to authenticate the camera.
Check your camera's manual to find out the default password and how to change it.

¢ Important: It is recommended that you inform the camera user and password in the
proper fields, because some cameras features depend on such information for a prior
authentication and execution of the requested command. The user to be entered
must be the camera administrator user. To obtain this information please check your
camera's user manual.

¢ Preferred Transport: It selects the preferred means of transport among Auto,
UDP, and TCP.

o Auto - The transport used will usually be TCP, unless during the integration
of the device the performance was not satisfactory, in that case transport will
be done by UDP.

o TCP - Transport will be done by TCP whenever possible.

o UDP - Transport will be done by UDP whenever possible.

> This option is a transport preference and not mandatory, i.e., even
when specifically configuring either in TCP or UDP, the system will
not necessarily follow the configuration as the device’s media driver
must support the desired protocol.

e Connection via SSL/TLS: If the camera has a secure connection, check the
box to activate the communication method using SSL between the camera and
the server; it is important to check the port for such communication. If the camera
does not hawe the feature, this option will appear as inaccessible.

e Camera shortcut: Choose a shortcut to the camera so that this camera can be
quickly displayed on the surveillance client screen through this shortcut.

¢ Latitude and Longitude: Fill in longitude and latitude data of the location where the
camera has been installed. This option can be used to create maps for easy
positioning of the camera.

¢ Select Google Maps coordinates: Facilitates filling the Latitude and Longitude

fields with automatic selection in Google Maps. By clicking this icon |E| the
following screen will open:
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ooge ooe |

Pesquisar endereco

Latitude: 0.000000
Longitude: 0.000000

Simply select the desired position and the Latitude and Longitude fields will be filled in

automatically.
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Google Maps

0 Seledonar coordenadas do Google Maps

| Pesquisar I

Pesquisar enderego

Latitude: -23.570171
Longitude: -46.693130 ‘

Ruk Diego Moreira
=) A de Procepaas—Saniaas—
Igreja Adventista Banca Faria Lima | g8 e =
T do Sétime Dia
Condomin
nchonete csU m A A
pdrio Sabores Lima Busit
TIVIT m
# 8
2 " o o A BT Caixg
| s Yusen Logistics Brasil
| @ar e Lanches Katakata Bern Mineirinho ]
| O(e'\&b
o BeaCompra.com W
Q'
Coffee Shop Q‘Q\ # [:] 1
Coffes Shop| Co i
= ey Atrium Faria L|, Schnapshaus Edificic Rvgmé';'? [ ] =
1 & - Rizo & Altro
]
DGJ() Meio auilo ¥ 11 Universo Online ®
&
A - =~
@ £y R, Tavares Cabral
3 Howard Johnson |,
o Hotel S&o Paulo
=3 ]
T Quality Faria Lima
v 2
T & ]
@ o ~ ComoGa
Fab} @ Dinheiro na Internet
Itad A T
@ | E?- Wl
{‘? AW Prema = A
i pv. Eusébio Matoso
Adming % T =
3 gl&-.ﬁ?.“ 1 Dades cartegeifions 22015 Google || Temosdetsa  Informey ol ratzee [ e =

General

@t General camera settings

Camera name Camera description

Cam1 |Camera test

Manufacturer

|Digif0rt w | Digifort - IP Surveilance System
Firmware

Camera model

w | :2.0.0 or greater

Channel

v|1

Preferred transport

|InSight
Camera address Port (8640)  User Password N )
[127.00.1 | [=] [s0 [[s0nee | [&] [aut v|
[ secure connection via S5L/TLS (Check connection port)
Camera shortcut Latitude Longitude
[1 | [0.000000 | [0.000000 | (@
Connection timeout (ms)

Recording directory

| |30000

|C: Yrecording'cam 1Y

General Memo

Activate camera

e Connection timeout (in ms): This parameter is used by the system when the
connection with the camera is lost somehow. Then every X milliseconds the system
will attempt to reestablish the connection, in which Xis the specified value. To convert
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this value to seconds simply divide the value by 1000. By default this parameter is
configured to 4000 ms (4 seconds).

¢ Video port: If the device to be inserted it a video-sener, select the number of the port
on which the camera is found. This field will only visible for video-servers with more
than one port.

¢ Recording directory Digifort allows camera recording to be distributed among
seweral disks. For this purpose, select the recording directory for images of the
camera to be inserted. It's possible to record in network units, that is, in the disks of
other computers in the network. To learn how to use this feature, see Network Units.

¢ General Observations: If necessary, use the field to add additional information
about the camera.

¢ Activate camera: Indicates whether the system must record the images received
from the camera.

Attention
Digifort is responsible for administrating the structure of directories used in camera
recording. Therefore, no file of its database should be excluded manually, and the
camera recording directory may not be created by any means other than Digifort such
as, for example, Windows Explorer.

6.1.1.2 Lenses

Digifort allows the use of two types of integrated camera lenses: normal and panamorphic.

The standard Normal lenses are those that most cameras employ, ie with an opening that does
not create a large image distortion.

Panamorphic lenses use an opening angle that focuses on a full 360 degrees. In this case, the
image looks oval and distorted. See the image below:
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With this integration, Digifort makes what is called "dewarping", ie removes the distortion and
you can see the image normally. This type of lens works very well with mega-pixel cameras,
because with only one camera it is possible to focus all angles of a room and split the image as
if it were from multiple cameras. See the example below:
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NOTE: Panamorphic lenses do not function as "fish eye" lenses, i.e. a fish eye camera should
be integrated according to its manufacturer. The advantage of Panamorph lens is that it can be
used in any camera with 1/3 sensor.

To learn how to use this feature live, see the monitoring client's manual.

See administration client settings in the screen below:

Lens

-

)
‘L.\-" Lens

Lens in use
(@) MNormal
() Panomorph

Fisheye

e Lens used: Select the type of lens being used
Panamorph lens settings

e Lens Type: Select the model of Panamorph lens being used.
o Position the camera: Select the location that the camera is installed: Wall, Ceiling, Ground
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6.1.1.3 Motion Detection

6.1.1.3.1 Use motion detection via softw are

When motion detection via Digifort is used, some care must be taken in
respect to server processing and even the identification of areas of interest in
the image for detection.

One must bear in mind that motion detection via software will always increase
processing on the image recording server. This takes place as for each camera
in which motion detection is activated, Digifort must decode an entire chain of
frames and only 2 frames are compared from this chain.

An example of a CPU increase: the decoding of an entire chain of frames every
second from a megapixel camera using H264 compression.

To reduce processing on the Digifort server, when configured to perform motion
detection in the cameras, an option was dewveloped to allow motion detection to
be performed in a lower resolution media profile. Thus, image recording may be
performed in high resolution and motion detection in low resolution. The lower
the resolution used for motion detection the lower processing used.

The use of the CIF minimum resolution is recommended to achieve a good
detection. In the matter of frames per second, only 3 frames per second is
recommended, as in a 30-frame sequence, only 2 frames would be analyzed.

To selected a media profile for motion detection, select the use of an
alternative media profile for motion detection and select the desired
media profile, as shown in the figure below.

Motion detection

x Motion detection settings

(®) Use software motion detection
Decode and use only [-Frames for motion detection
Use an alternate media profile for motion detection
Gravacao ~
Configure sensar

(C)Use motion detection by external notification anly

Motion detection end interval

1500 % | Miliseconds

To learn how to use media profiles, refer to the Media Profiles chapter

Another option that helps decrease image processing is to use only I-Frames to
detect motion. This option must provide a significant reduction in CPU usage by
the server, but we recommend the use of 2 |I-Frames per second for improved
motion detection performance. Simply enable the option as shown in the image
above (Decode and use only I-Frames for motion detection).

Motion Sensor consists of a tool that enables the user to define areas on the
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image which will be sensitive or non-sensitive to motion.

The motion sensor settings are very important to save disk space used by the
camera. If on the camera tab you chose to detect motion using the recording
method, it is recommended to adjust the sensor as needed.

By default, if the sensor is not configured, the entire image will be sensitive to
motion.
To access this feature, click on the Configure Sensor button.

To configure the motion sensor, click on the Configure Sensor button.

By clicking on this button, the motion sensor settings window will open with a real
image of the camera, as shown in the figure below:

Sensor de Movimento |

x" Configuracies do sensor de movimento

Tipo de Deteccio:

@ Selecio Sensibilidade (80%):
() Exdlusdo 1

Apagar Selecio H Testar ][ Salvar ][ Cancelar

On this screen, you can select the areas that are sensitive to motion or areas that
are not sensitive to motion.

To select areas that will be sensitive to motion, select the type of detection and
click on the image by dragging the mouse to form a square selection. To select
areas which will not be sensitive to motion, select the Deletion button, repeating
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the process.

To delete already-configured areas, right-click and select the selection square to be
deleted or click on Delete Selection to delete all defined areas.

After selecting the desired areas, configure motion sensitivity. By default, sensitivity
is 80%. With this percentage, it is already possible to detect any type of sudden
motion in the image.

Once this is done, click on the Test button to view the operation of the selected
motion detection.

For performance reasons, Digifort analyzes camera images at two frames per
second, i.e., it is not necessary to perform motion detection on all frames, whereas
an image is analyzed at every 500ms. With this standard, any motion is detected.

The figure below shows the operation of the motion sensor with motion-sensitive
areas selected:

Configy=seSam ool st E
Imagem ao vivo =
(el

The figure below shows the operation of the motion sensor with non-motion-
sensitive areas selected:
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Configuragdes do sensor de movimento @

Sensor de Movimento

x Configuracdes do sensor de movimento

Tipo de Deteccdo:

) Selecio Sensibilidade (95%):
(@) Exdusdo U

Apagar Selecio H Testar ]’ Salvar ” Cancelar ]

The Motion Sensor consists of a tool that enables the user to define areas of the
image which will be sensitive or non-sensitive to motion.

The motion sensor settings are very important to save disk space used by the
camera. If on the camera tab you chose the recording method by motion detection,
it is recommended to adjust the sensor as needed.

By default, if the sensor is not configured, the entire image will be sensitive to
motion.

© 2002 - 2020 by Digifort, all rights reserved



Recording Server 49

6.1.1.3.1.1 Auto desativar detec¢&do de movimento durante o PTZ //OLD: Auto deactivate motion detection during PTZ

The system allows motion detection on the server to be temporarily deactivated if the camera’s PTZ
is in use or during preset changes. This option should provide greater performance for the image
processing server.

Motion detection

x Motion detection settings

(®) Use software motion detection
Decode and use only IFrames for motion detection
Use an slternate media profile for motion detection
Gravacao
Configure sensor

() Use motion detection by external notification only

Motion detection end interval
[1 500 || Miliseconds

Auto Deactivate
Deactivate during PTZ control

Deactivate on preset

Rearm time

3 = | Seconds

¢ Deactivate during PTZ control:lt deactivates motion detection during PTZ control.

¢ Deactivate on preset: It deactivates motion detection when a preset is activated.

e Rearm Time: It sets the time to rearm motion detection after being deactivated by the
previous options. In the case of PTZ usage, rearm will be counted from the moment PTZ stops
being used. The preset option, on the other hand, will count from the moment the preset
command is sent.

6.1.1.3.2 Use motion detection by external notification

Movement detection via external notification is an option that allows any type of
equipment or software to activate movement detection of a camera registered in the
Digifort system. Movement detection via external notification is mostly used via the
camera hardware and video servers.

With the ewolution of encoders and IP cameras, many resources are now part of the
equipment so that they may make better use of their processing capacity, providing
better solutions and decentralizing the image server processing activity.
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6.1.1.3.2.1 Configuration

Movement detection is a simple resource that has been included in equipment
thanks to this dewvelopment. The main aim of processing movement detection
directly by the equipment (Camera / Encoder) is to lighten the server processing
activity as it needs to decode and analyze the images received. This may require a
lot of processing by the CPU and, also, another advantage of processing movement
via the hardware is that is can make the analysis using the original images (before
compressing) which may ensure a better result because compressing the image
may add artifacts (noise), which interfere with the analysis of movement.

There are two configurations that must be made to activate this option: Setting up
at the Digifort and camera configuration

It is recommended that the document Using Hardware Motion Detection.pdf, as well
as the following instructions, are read for better understanding of the subject

It is very simple to configure movement detection via the hardware. Only two steps
are necessary to configure the Digifort to receive notifications by HTTP:

1. Configure the cameras in the Digifort server
2. Configure the cameras to inform the Digifort

The only configuration made at the Digifort is to select the option "Use motion
detection by external notification" in the "Motion Detection" tab of the cameras that
will be using movement detection via hardware.
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Motion detection

x Motion detection settings

() Use software motion detection
Decode and use only I-Frames for motion detection
Use an alternate media profile for motion detection

Recording

(®) Lse motion detection by external notification only

Motion detection end interval

1500 %1 Miliseconds

Auto Deactivate
[ Deactivate during PTZ contral

I:‘ Deactivate on preset

= i
= -l

Cancel
You may also configure this option for several cameras simultaneously by selecting
all the cameras chosen and clicking on the option “Motion Detection” in the popup
menu accessed by clicking the righ-hand button on the mouse.

Moticn detection configuration

Motion detection |

‘7&5 Motion detection configuration
" ]

7 Use motion detection by software

@ Use motion detection by external notification

o ) [cme

The camera configuration may be the more complex part of the process as each
manufacturer implements the HTTP notification resource differently.

In this document, we will be describing the basic configuration procedure for a
camera with movement notification by HTTP.
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Tip: Check if there is an document available for configuring a camera by a specific
manufacturer.

As configuring a movement notification by http will vary considerably according to
different manufacturers, an example of a general model is shown below

Host Name

(1to 255 192168511

Characters)

Port No. 8601

Login ID

(0 to 63 administrador Enter the Loain ID HTTP server URL.

Characters)

Password

[D to 63 S iieeee Enter the Password HTTP server
URL.

Characters)
Configures the File Path for the HTTP
Server.

File Path Ex. The file path will be

(1to 234 meras/MotionDetection/Notify?Camera=Cameral  "camera/notification.coi?param=1" if

Characters) the path ?s‘camera“, the CGlis .
"notification.cg”, and the parameter is

Interface/Cameras/MotionDetection/Notify?Camera=Cameral "param=1".

I < Back H Save H Cancel ‘

In this picture, the following notification parametres are configured:

Server: 192.168.5.11. This is the Digifort server address that will be notified

Port: 8601. This is Digifort's API HTTP port

User: administrator. This is the user used to access the camera and is the same
user configured for the Digifort camera

Password:; *********** This password is used to access the camera and must be
the same password used to configure the Digifort camera

Parametres: These are the API notification parametres for movement detection at
the Digifort

The credentials to access the API Digifort, must coincide with the data supplied
when registering the camera in the system. See the picture below:
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Add Camera @

Privacy Mask I Disk Management | Recording Visualization Rights I Live Visualization Rights | Filters I Image Buffer
Camera | Recording |Live Visualization I Media Profiles I Motion Detection I PTZ | 10 Control | Schedulings I Events

I3
I.# Recording parameters

Camera Address Port (30) User Password
192,158.5.155 30 % administrador sssssene
Media Profile RAgction imeout (Miliseconds) //
[Recording v| 30000 F
Motion Detection Recording Type
[ Modify frame rate upon detection (7 Use Recording Scheduling
Frame rate Metric ) Always Record
|10 % Second

0,10 second(s) between frames

o ] [

The parameter camera in the API's Notify command must be filled in with the
same exact name as the camera supplied in the Digifort

/Interface/Cameras/MotionDetection/Notify?Camera=Cameral

Add Camera @

| Privacy Mask | Disk Management | Recording Visualization Rights I Live Visualization Rights | Filters I Image Buffer
Camera |Rfcording I Live Visualization I Media Profiles I Motion Detection I FTZ | 10 Control | Schedulings I Evenis

% General camera data

Camera Camera Descriplion
Cameral amera

Manufacturer
’Panasonic v] Matsushita Electric Industrial Co. Ltd.

Camera Model Firmware
[Panasoric BB-HCM7 154 ~| [4.30 or Greater -

Recording Directory
D:\Recordings\Camerall 'Fg_;:

Activate Camera

o ] [ o |

If there is a space in the camera name, replace that space with the characters %
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20; this is because there can’'t be any spaces in the parametres of an HTTP GET
request and the %20 characters represent a space.

Examplo:
Camera name: Camera 1

/Interface/Cameras/MotionDetection/Notify?Camera=Camera%201

Cameras work with two types of movement detection notifications: Start/End and
Instant.

Start/End: Cameras working with this type of notification (such as the Axis
cameras) will send a request as soon as movement starts and another request as
soon as it finishes.

Instant: Most camera models work with this type of notification. In this type, the
camera will send a notification as soon as movement begins and subsequent
notification while the movement continues.

Some cameras indicate the start and end of the movement. For the cameras that
works like this, there should generally be two configurations made to the camera.

For this type of notification, the Motion parametre must be used:

To notify the start of the movement
/Interface/Cameras/MotionDetection/Notify?Camera=Cameral&Motion=Start

To notify the end of the movement
/Interface/Cameras/MotionDetection/Notify?Camera=Camerals&Motion=End

Note: If you configure only the notification for the start of movement and do not confi(
for the end of movement, the camera will start when it detects movement but will not

Most camera models work with this type of notification. In this type, the camera will
send a notification as soon as movement begins and subsequent notification while
the movement continues.

This is the standard operation of the API. The Motion parametre of the Notify
command can include the 1nstant option, or you can choose to omit this
parametre as the 1nstant value will be used as standard.

/Interface/Cameras/MotionDetection/Notify?Camera=Cameral&Motion=Insta

/Interface/Cameras/MotionDetection/Notify?Camera=Cameral
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Important: When the system receives this type of notification it will record the imag
post buffers added up are complete (3 seconds pattern for each buffer, which can be
"Image Buffer" tab for the camera configurations in the Digifort). If your camera allow:
notification interval, use the same value (in seconds) of the post alarm buffer. If your
have the option to configure the notification interval, increase the post-alarm buffer ve
tested do not take longer than 5 seconds to send the notification again).

To test if the configuration of the movement detection notification is working, open
the monitoring client and check the camera status in the list of objects.

The camera’s normal icon is grey with a small green circle. This icon indicates no
movement in the camera.

Create movement in the camera and watch if the camera icon changes to yellow as
shown below. This icon indicates movement in the camera.

Objects Monitors  Server

Objects

If there are no changes to the icon, check the configurations and try again.

6.1.1.3.3 Motion end detection interval

This option allows Digifort to record for X configured minutes after the motion ends.

@ Use software motion detection
[} Use an alternate media profile for motion detection

Gravacao

Configure sensor

1 Use motion detection by external notification
Motion detection end interval
1500} = Miliseconds
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In the above image, Digifort will stop recording after 1500 milliseconds after the motion ends, until
the next one starts.

6.1.1.4 Audio

Digifort allows the use of the audio features of a camera.
You can listen and record audio captured by the camera’s microphone or send the audio to your

speakers.

With this feature, the operator can hear and communicate remotely via a microphone connected
to the monitoring client. To learn how to use the audio in the monitoring client see your manual.

.-'-\udio_!

O i
5@ Audio

Device microphong

@ [¥] Activate the device microphone

The system can receive audio from this device through the microphane, for that you should keep activated the option to use the
microphone. If you disable this option, the system completely disable receiving audio from this device (For recording and live
communication)

Device speakers

@] [¥] Activate the device speaker
]

The system can send audio to this device to be played through the speakers, for that you should keep activated the option to use the
speaker. If you disable this option, the system will completely disable sending audio to this device (For live communication)

i

In the screen above the following features are available:

e Enable the device's microphone: Enable this option if you want to hear what the audio
camera is capturing. When you enable this feature, the audio will be recorded automatically
synchronized with the video camera.

¢ Enable the loudspeaker device: Enable this option if you want to send audio to the
speakers of the camera

NOTE: Not all camera models have the integrated audio since these integrations will be made

on demand. However, most cameras that work by RTSP may or may not function correctly

without a prior integration.

Audio formats supported: PCM, G.711, G.726 and AAC

6.1.2 Streaming
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6.1.2.1 Media profiles

A media profile consists of a set or individual parameters of each camera such as
image resolution, frames per second and image quality, that are associated with
Recording and Live Visualization.

For better understanding, let’s take the following situation: A recording profile could be
created, that will be associated to the camera recording event. In this profile we could
define that we want to record five frames per second, with a resolution of 320x240 and
with high image compression. A visualization profile could also be created, that will be
associated to visualization of the camera. In this profile we could define that we want to
visualize the camera at ten frames per second with a resolution of 640x480 and low
image compression.

As default, upon registering a new camera, two pre-defined media profiles are created,
one for recording and one for visualization. The pre-configured parameters of each profile
are only those parameters in common to all devices. The Media Profiles of most
cameras and video-servers have parameters in common and individual parameters of
each piece of equipment. The common parameters are:

¢ Video compression: The video compression to be used in recording images in
disk. At present, Digifort supports the Motion JPEG and Wavwelet formats..

¢ Image resolution: The image resolution that will be used in the profile. Upon
selecting the model of the camera, this resolution list will automatically display
only the resolutions supported by that camera. A very high image resolution will
use up much disk space and bandwidth in your network, but the image will have
a superior quality in which we will be able to recognize more detail in the image,
such as, for example, the face of a person. A very low image resolution will use
up little disk space and bandwidth in your network, but the image will have an
inferior quality, giving few details. This parameter should be well configured
according to your needs. Digifort has a calculator for disk space use that will help
you to better configure the image resolution and frames per second. To learn how
to use the Digifort calculator, see Calculator for disk space usage.

¢ Image quality: The images coming from the cameras go through a compression
process. The higher the image compression lewel, the less quality the image will
have, and the lower the image compression level, the more quality the image will
have. Digifort offers five quality levels ranging from High (low compression) and
Low (high compression). After various laboratory tests we recommend the
Medium quality, as it offers an excellent image quality and low network traffic and
low disk space usage.

e Frames per second: The number of frames per second to be recorded. A greater
frames-per-second rate will use up more bandwidth in your network and more
disk space, but will offer smoother movement. A lower rate of frames per second
will use up less bandwidth in your network and less disk space, but the
movement will be jerkier. It has been scientifically proven that at three to seven
frames per second, it is possible to recognize all movements of a person. In
some cases, it might not be possible for the camera to send the configured
number of frames per second, especially at high frames-per-second rates. This is

© 2002 - 2020 by Digifort, all rights reserved



58 Administration Client - Version 7.3.0.0

due to various factors, such as the bad functioning of the internal network, the
number of connections made to the camera and the processing power of the
camera.

As parameters specific to an individual piece of equipment, we can cite insertion of text
into the image, image rotation, color levels, etc.

Some cameras may not support the adjustment of common parameters, such as, for

example, the frame rate and the image quality. In these cases, adjustments must be
made directly in the camera using its own interface.

6.1.2.1.1 How the Media Profiles save netw ork bandw idth

The media profiles also help to save network bandwidth. To explain this concept,
first we will define two media profiles, described below:

“Recording” Media Profile “Visualization” Media Profile

Parameter Value Parameter Value
Video Motion Video Motion
compression JPEG compression JPEG
Image resolution 640x480 Image resolution 640x480
Image quality Medium Image quality Média
Frame rate 4 fps Frame rate 30 fps

Obs: Digifort operates with any resolution supplied by the camera, whether it is low
or high resolution (HD) and with any commercially available compression formats
(Motion JPEG, MPEG4 and H264).

As we can see in the two examples of Media Profiles, all of the parameters of the
“Recording” profile are the same as those of the “Visualization” profile, except the
Frame rate. With this type of configuration, where only the frame rate is different,
Digifort save bandwidth in this way: Let’s suppose that the server is recording the
images generated normally by the

camera with the associated “Recording” profile. In this case, it will be receiving only
four frames per second. In a certain moment, the user wants to visualize this same
camera in the Surweillance Client at a frame rate of 30 frames per second. At this
moment, Digifort recognizes that the configurations are the same, with only the
visualization frame rate being higher than the recording frame rate. Instead of the
server making a new connection to the camera to receive the desired 30 frames per
second, it closes the present connection and opens a new connection receiving the
30 frames per second, applying a frames speed filter on the recording profile,
limiting its velocity to 4 frames per second. This way, only one connection is
maintained with the camera receiving only 30 frames per second instead of two
connections receiving a total of 34 frames per second.
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6.1.2.1.1.1 How to add Media Profiles

To add a media profile, click on Add, and the media profile adding screen will be
displayed as shown in the picture below:

 Media Profile =

Media F‘roﬁE|

@‘} Media Profile settings

Profile Mame Profile Description

Gravacan Perﬁi padrao u:I-e grauai;ﬁ.u.:u de '-:EIED

Video settings

Yideo Compression Activate audio

Mation JPEG - =
Fra!'rle_ Ra_lte_ Metric

4 % [Semnd V]

0.25 second(s) between frames

Attention: To use this video profile correctly, vou must configure your camera to send
video in MIPEG format. To do this, access the configurations page of your camera using
your browser,

The generic HTTP-Push driver doesn't support the configuration of frame rate,
resolution and image quality in media sessions.

As the driver doesn't support configuration of frame rate by media session, the system
can limit the frames received by way of a mechanism which discards the undesired
frames, this however results in higher consumption of bandwidth, since the eguipment
can be transmitting at a rate of 30 FPS and the software can be configured to limit at 7
FPS, so 23 frames will be received and discarded. To disable the frame rate limiter,
configure as 30 frames per second.

[ Preview ] Ok ] I Cancel

It's important to point out that this screen can vary from camera to camera, since each
one has its own set of configuration parameters.

In the example abowe, the selected camera doesn’t support adjustment of image
resolution and quality.

6.1.2.1.1.2 How to visualize the functioning of the configured media profile

To visualize the results of the configurations of the parameters of the media profile being
edited, click on the Preview button, opening a screen with the live image of the camera,
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as shown in the picture below:

This function will only work if the camera’s connection address was previously
informed.

Live image =

T T

In this screen, the following configurations are informed:

¢ Received frames per second: Informs the number of frames per second
received.

¢ Image size: Informs the size of the received image in KB/s and in Kbps. These
values help in the dimensioning of the disk space and network bandwidth that this
camera occupies..

e Decoder codec: The codec used for decoding the image. Digifort uses various
decoding codecs. When the camera is added, the codec that has the best
performance based on the received image is automatically identified.

“Observation
All information contained in the image is updated every second.

6.1.2.1.1.3 Calculator for disk space usage

Digifort has a very useful tool to aid in the dimensioning of disk space to be reserved for
each camera: the disk space usage calculator. To access this feature, click on the
button identified by a “calculator”, on the media profile configuration screen, as shown in
the picture below:
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This function will only work if the camera’s connection address was previously

informed.
Media Profile (]
Media PrnﬁE|
9’ Media Profile Configurations
Profile Mame Profile Description
Recarding Standard profie for video recording

Video Configurations

Yideo Compression

Motion JPEG = ] -.

R Calculator for disk space

[rs)
* = frames per 0,25 second(s) between frames

Your equipment doesn't support configuration of resolution and image quality in media
SESSi0ns.

|

To configure the desired resolution and image quality, you must enter the configurations
of your equipment directly by your browser,

Mote: The configurations of resolution and image quality configured directly into the
equipment will be valid for all of created media profiles.

Preview [ ] ] ’ Cancel

Clicking on this button, the disk space calculator will be executed as shown in the
picture below:
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Disk Space Calculator |l§|

Calculator

Calulator for disk space usage

Capture parameters
Capture time

5 G| B Start Capture

Status:

Capture results:

Camera image

Image Resolution: x ¥ x

Close

To calculate the disk space necessary for the recording of the camera, the
calculator captures an original temporary video from the camera with the
parameters of image quality and resolution configured in the media profile being
edited and the capture time informed in this screen. Based on the video received, a
calculation in made to determine the size of the disk space necessary for storing
the images generated by this camera a given number of days and the expected
motion detection rate.

To start the process of disk space calculation, inform the capture time value and
then click on Start Capture.

Once this is done, the video is captured and analyzed, displaying the screen below:
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Disk Space Calculator @

Calculator |

r—y

5 J Calulator for disk space usage

Capture parameters
Capture time

E] % Seconds Start Capture

Status: 5 Seconds (20 Frames [ 320,549 Bytes)

Capture results:
20 Frames {Average of 15,7 KE)

Camera image

Image Resolution: 320x240

: F_]._,..

Parameters for storage calculation -

Frames per Second Days of recording
(= (=

Motion Detection - 100% of motion expected

Total disk space to be used
38.773.607.040 KB
37.864.850 MB 36.977 GB

Close

After the end of the analysis of the captured video, the calculator fills the maximum
frames-per-second value that the camera is able to send, that is, if the media profile
was configured for recording at 30 frames per second, but the camera is only able
to send 12 frames, this value will be 12. Modify the values of frames per second,
days of recording and estimation of the motion detection to get an estimation of the
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6.1.2.2 Audio

occupation of disk space to be used by the camera. Below are descriptions of how
each parameter of the space calculator works.

Days of recording: Informs the number of days to be stored for this camera. The
greater this value is, the more disk space is used.

Frames per second: Informs the number of frames per second to be used in
recording of the camera.

Motion detection: Informs the percentage of motion expected at the location of
the camera in a day. For example, if the normal operation of a camera doesn’t
detect motion at night, then we slide this control, adjusting its value to 50%.
Total of disk to be used: Informs the disk space necessary for storing the
images generated by the camera with the parameters configured in the media
profile being edited, the number of storage days and the percentage of motion
configured.

Calculate size: Click on this button to recalculate the disk space necessary for
storage of the images of this camera with a new image.

If your camera has audio support, you can select the media profile you want to play:
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Media Profile

@‘} Media Profile settings '

Profile Mame Profile Description

Recording Standard profile for video recording

Video settings

Video Compression [+] Activate audio

'H.264 v E
Stream

Stream 1 w

Attention: To use this video profile correctly, you must configure yvour camera to send
viden in H. 264 format, To do this, access the configurations page of your camera using
your browser,

Your eguipment doesn't support configuration of the frame rate, resolution and image
quality in media sessions.

To configure the desired frame rate, resolution and image guality, you must enter the
configurations of your equipment directly by your browser.

Mote: The configurations of frame rate, resolution and image quality configured directly
into the equipment will be valid for all of created media profiles.

Preview Cancel

6.1.2.3 Recording

On this screen, you can configure the camera recording stream on Digifort.

65
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Settings

Recording settings

Recording type
@ Continuous recording
() Motion recording

Recording cyde

The server deletes the oldest recordings automatically, dynamically allocating the disk space required to keep recordings for the specified
time.

Recording days
ERE

Image buffer

The Image Buffer is used when the camera is configured to record by motion or event, so the system will store in memary all the received
media and on the occurrence of an event or motion, X seconds before and after the event will be recorded in disk.

Image buffer settings
3 = | prior second(s)

—
& > | post second(s)

The previous screen has the following features:
¢ Profile Media: Choose the media profile that will be used by the software when recording
images.

Motion Detection

¢ Change the media profile in the media detection: Changes the current recording profile for
what is selected in sequence. This option can be used in the following situation: you desire, for
example, to record images continuously at 3 frames per second and when motion is detected the
recording will change to 30 frames per second.

6.1.2.3.1 Buffer de Snapshot

The Image Buffer is used when you want to send still images from the cameras via email if an alert
is triggered.

In case your version supports the maps feature, Digifort may display the image preview on the
camera status on a map (check the surweillance client manual).

By default this option is disabled to save senrer resources.

¢ Activate image buffer: If you activate the image buffer, the server will hold the images in memory
for X seconds so they can be sent by e-mail. If there are many cameras linked to an alarm, it is
advisable to increase the number of seconds since it takes time to attach the images to the e-
mail.
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6.1.2.4 Live View

6.1.2.4.1 How to configure the visualization of the camera

After registering the media profiles to be used, it's necessary to associate them to the
events of recording and visualization of the camera.

To access this configuration, click on the Visualization tab, as shown in the picture
below:

Live view |

- Live view parameters

Private IP address Port (30) User Password
80

a

Public IP address Port (80) Connection timeout (Millisecond)
[r]
000 =

]

Media Profile

| Visualization & ]

Mobile access media profile

| Visualization - ]

[¥] Access using relay

The configuration carried out here will be applied to the Sunwillance Client, which will
use this information to capture the image from the cameras and show on the screen.

The parameters to be configured are described below.

6.1.2.4.1.1 This camera w ill be accessed by the client via relay server

With this option marked, the server will send the client, images that are being
recorded in real time using the media profile associated in the Recording tab. With
this option marked, no additional configuration is necessary.é necessaria.

6.1.2.4.1.2 Private IP address

In case access to the camera via relay server is not used, inform the IP
address of the camera’s local network.
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6.1.2.4.1.3 Private IP port

6.1.2.4.1.4 Public IP address

6.1.2.4.1.5 Public IP port

6.1.2.4.1.6 User and Passw ord

6.1.2.4.1.7 Connection timeout (in MS)

6.1.2.4.1.8 Media profile

Informs the communication port with the camera of your internal network. a
porta de comunicagao com a camera de sua rede interna.

Digifort also offers the possibility of making a connection with the camera via
external network, such as Internet, for example. Fill in the Internet IP address.
For this option to work, your router must be configured to supply access to the
camera externally.

Informs the communication port with the camera via external network. com a
camera através da rede externa.

User: Informs the user that Digifort will use to carry out authentication on the
camera. Consult the manual of your camera to identify the default user and how
to add more users.

Password: Informs the password that Digifort will use to carry out
authentication on the camera. Consult the manual of your camera to identify
the default password and how to modify it.

Important
it's recommended that you inform the user and the password of the camera
in the correct fields, as some camera features depend on this information
for previous authentication and execution of the requested command. The
user to be supplied must be the administrator user of the camera. To get
this information, consult the user manual of your camera.

This parameter is used by the system when the connection with the camera is
somehow lost. Then, every X milliseconds the system will try to re-establish the
connection, where Xis the specified value. To convert this value to seconds,
simply divide this value by 1000. By default, this parameter is already
configured at 4000ms (4 seconds).

Select the media profile to be used for visualization of the camera. This option
will only be available if this camera will be accessed by the client via relay
server is unmarked.
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6.1.2.4.1.9 Media profile for access via mobile

6.1.3 Recording

The system allows the use of a differential media profile for viewing via
mobile devices.

The access via mobile devices generates a processing load on the server
since the system needs to transcode the video before sending it to the
device. If the camera is set to record megapixel images, the transcoding
process can be cumbersome, generating an unwanted processing load to
the server. This new option allows the administrator to select a lower-
resolution media profile to perform the transcoding, leading into a lower
processor use.

To learn more about Media Profile check Media Profiles

The next screen has the recording settings of the camera:

Settings |

1 Recording settings

Recording type
(@ Continuous recording
() Motion recording

Recording cycle

time.

Recording days
30 =

Image buffer

Image buffer settings

3

The server deletes the oldest recordings automatically, dynamically allocating the disk space required to keep recordings for the specified

The Image Buffer is used when the camera is configured to record by motion or event, so the system will store in memory all the received
media and on the occurrence of an event or motion, ¥ seconds before and after the event will be recorded in disk.

3 % prior second(s)

=
= post second(s)
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6.1.3.1 Type of recording

Digifort Explorer offers three types of recording: continuous recording (always
record), recording by motion detection, and recording by scheduling. Continuous
recording will record to disk all images received by the camera. Recording by
motion detection will record images only when there is motion. Recording by
scheduling permits the configuring of recording times in which the camera will
always record, record by motion detection, or not record. In most cases, recording
by motion detection or event is the most appropriate, as it drastically reduces disk
space used. To learn more about recording by motion detection see How to
configure the Motion Sensor.

* Always keep the recording connection open: Maintains the camera recording
stream always transmitting in case of recording by events. Thus the prerecording buffer works

normally.

6.1.3.2 Recording Cycle

6.1.4 Rights

Set this option the number of days Digifort keep the camera recordings on the disc.

Recording by limit of days keeps the camera images stored in disk during only the
specified absolute number of days.

For a better understanding of this type of configuration, let’'s suppose we have these
two situations:

1.The recording mode of the camera is configured for continuous recording (always
record) and the limit of days of recording is configured for seven days. With this
configuration, seven days of images are stored in disk, and when the eighth day
comes, the oldest recording (first day) will be deleted.

2.The recording mode of the camera is configured for recording by motion detection
and the limit of days of recording is configured for seven days. Supposing that, of
these seven days, only four had motion, then only four days of images are stored in
disk, and when the eighth day comes, the oldest recording will be deleted.

As we can obsene by the situations described, we must be very careful with this
configuration, since if the camera is recording by motion detection, it's not always
recording in disk the specified number of days, since there was no motion on some
days, the images of these days are not recorded. This is due to the fact that the
configured number of consecutive days will be recorded.

This area of registration of cameras is reserved for the definition of user rights on the camera.
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6.1.4.1 Users

Users and Groups from the system will be automatically listed and may have 5 rights:

Users |

Configuration of user and user group rights

e
| Groups | Users

User [ visualization [ Playback [ audio (Lister) [ Audio (Speak) [ PTZ
i, Everton F |— r |— |—

Preview: Check this option if the user can see the camera in live mode in Suneillance Client.
Playback: Select this option if the user will be able to view the recorded images.

Audio (Listen): Select this option if the user can hear the audio captured by the camera.
Audio (Talking): Select this option if you can talk through the speaker of the camera.

PTZ: Select this option if the user will have control over the PTZ camera.

6.1.5 PTZ

PTZ settings allow you to specify the parameters of moving mobile cameras.

6.1.5.1 Configurations

© 2002 - 2020 by Digifort, all rights reserved



72 Administration Client - Version 7.3.0.0

E FTZ Control parameters

Enable the FTZ controls for this camera
(®) Use device embedded FTZ contral

Use the device COM port to control PTZ directly

Bosch OSRD a

Ak

Ak

PFTZ usage
FTZ usage time {If not used for more then X seconds, the system will notify the PTZ is no longer in use)

Seconds [|Keep record of the last user to use the PTZ

PTZ lock
[ ]unlock the camera, if locked
120 s

o o

Unlock the camera when deselected

Operation Scheduling
The operation schedule allows you to configure when system operators can use the FTZ of this camera

Attention: Scheduling will only be respected for viewing through RELAY

Operation Scheduling Excluded Users from Schedule

The settings screen offers the following features

6.1.5.1.1 Activate the PTZ control for this camera

Activates the PTZ controls for this camera. If this option in unmarked,
movement for this camera will not be available.

6.1.5.1.2 Use the device’s PTZ features

Mark this option only if the camera being registered is an IP camera. In this
case, Digifort will send the PTZ commands directly to the camera. para a
camera.

6.1.5.1.3 Use the device’s COM port for the system to carry out PTZ functions directly

Mark this option only if the camera being registered is an analogical camera
converted by a video sener. In this case, Digifort will send the PTZ commands
to the video-server, and then passed on to the camera. para a camera.
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6.1.5.1.4 Use of PTZ

By using the PTZ monitoring client the system shows all other users who are in control right now.
In this option you can configure X seconds which the system will understand that the PTZ is no longer
in use if it is not moved by the operator.

Keeping track of the last user to use the PTZ : The system allows you to view , in the monitoring
client, the last user record that moved a camera through PTZ controls.

The PTZ controls use icon in monitoring customer will be semi -transparent , indicating that there is no
one using the controls and will inform the user name and the IP of the station used to move the camera
when you hold the mouse pointer on the icon :

Monitor 1 13 FPS CPU

F 3
i

+

6.1.5.1.5 Agendamento de Operagéo

Operation Scheduling
The operation schedule allows you to configure when system operators can use the PTZ of this camera

Attention: Scheduling will only be respected for viewing through RELAY

Operation Scheduling Exduded Users from Schedule

The Operation Schedule allows you to configure when the system operators will be able to use the PTZ
of this camera.

Operation Scheduling: Opens a basic calendar menu, so that the days and times of PTZ usage can
be defined:
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Day 00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00 23:59

Monday
Tuesday
Wednesday
Thursday
Friday

Saturday

Sunday

¢ Exclusion of Users from the Schedule: Allows the system administrator to define users or groups
to exclude from the schedule, in this case, create exceptions:

s S
Grupos |Jsudrios
ﬂ’- Grupo de Teste s tEStE
Adicionar Grupos | | Excluir Grupos | I Adicionar Usudrios I Excluir Usurios |

Note: To use the Operation Schedule, the camera must be configured for viewing through the Relay
Senver.

6.1.5.2 Presets

6.1.5.2.1 How to configure the Presets Control

Presets are memorized positions of a movable camera. With this feature, we can memorize
positions, and at any moment rapidly send the focus of the camera to the desired position.

Each model of camera supports a certain number of presets. The role of Digifort is to maintain an
internal positions list created by the user referring to the list of internal presets of the camera, that
is, the position 1, created by the user, is associated to internal position 1 of the camera, for
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example. When the user adds a preset, the two positions are linked.

The presets will be available for use in the Suneillance Client. Consult the Suneillance Client to
learn how to call up the configured preset.

To access this feature, click on the Presets Control button, opening the screen below:

Presets Control_

Presets Control
é Presets Control
PAN :
Presets List
= [ I I I I ] =t
F Nr Description

TILT

Bl I I .lk I | @

FOCUS (4]

[ I I I I ]
B Fy E] Click 2 times on Preset to position the camera
IRIS
[ add || modfy |[ peete || Load
Movement Adjustments
Mowement Speed Preset Movement Speed
T o] r [ 100
oK ] ’ Cancel

e PAN bar: Mowes the camera to the left and to the right
e TILT bar: Moves the camera up and down
e ZOOM bar: Mowes the camera’s zoom in and out.
e Focus bar: Adjusts the camera’s focus, in case this isn't done automatically.
e Iris bar: Adjusts the camera’s iris, in case this isn't done automatically.
e Home button: This configuration is located on the button identified by an “H”. Clicking on this

button causes the camera to be positioned in its initial factory-determined position.

e Advanced PTZ button: This configuration is located on the button identified by an “A”.
Clicking on this button causes the advanced PTZ controls to be displayed. To learn how to
use this feature, see Advanced PTZ

¢ Visual Joystick button: This configuration is located on the button identified by a “J”. Clicking
on this button causes the visual joystick to be displayed over the allowing you to control its
movement by mouse. To learn how to use this feature, see page Visual Joystick.

e Movement adjustments:

o PTZ by bar:Define in what way the new camera positioning will be obtained. This
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configuration can have one of two values:

= Absolute PTZ: The new positioning commands of the camera will be absolute, that is,
relative to the Home position..

= Relative PTZ: The new positioning commands of the camera will be relative to the present
position

o Movement speed: Mowvement speed of the camera while its position is being adjusted. This
value is expressed as a percentage and its default value is 90% of the maximum speed of the
camera.

¢ Presets list: This list contains all of the presets registered for this camera. To position the
camera in a preset, double-click on the preset.

¢ Add button: Memorizes the present position of the camera. To learn how to use this feature,

see How to create a preset

Modify button: Modifies the selected preset..

Exclude button: Excludes the selected preset.

Download button: Loads the configured camera presets directly to the camera.

Preset movement speed: Specifies the movement speed of the camera from one preset to

another. This value is expressed as a percentage and its default value is 100% of the

maximum speed.

¢ Custom Home Position: Allows you to customize the home position of mobile cameras.
Many cameras do not have / support the home position, so for cameras that do not support
this option, the administrator can now configure a camera preset as home.

Important
The presets list shows only a list of presets belonging to the camera. All presets created by
Digifort are saved in the camera itself. Digifort associates the item of the list with the preset of
the camera by way of its number.

Tip
it's possible to position the camera merely by clicking on the image in the place in which you
wish to centralize it or use a table joystick.

6.1.5.2.2 How to create a preset

The process of creation of presets is quite easy, simply positioning the camera with the controls
presented in the previous topic and clicking on Add, as shown in the picture below:
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Preset Control

B

i Presets |

a

‘”é Preset Control

Preset Number

[
=

[¥] store the Preset on the camera with its present position

Preset Description

Position 1

[ ok ] I Cancel

¢ Preset number: The number of the preset that Digifort will associate with the camera’s internal

presets list.

¢ Description of the preset: A description of the preset being added. This name will be displayed
to the user in the Sunweillance Client.

¢ Record the preset in the camera with its present position: With this option marked, Digifort
will substitute the position of the camera of the informed preset number. In the example of the
picture above, the position of the camera will be saved in the preset number zero of the camera.
With this option unmarked, Digifort will only associate the description of the preset with the
present position of the camera of preset zero.

Note: To delete all presets simultaneously, just select them and click delete:

=

wiste de Fresets

e

&'

Descrigia
143
123

Home:

Adwonar

Ciguee 2 weres rd Prasst 2&&3%5&' & camera

dlerar Exduir Barsar

_| Posicia home personalzada
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6.1.6 Events

6.1.6.1

During the operation of the camera in the Digifort System, various events occur in the camera.
These events can be communication failures or alarm recognition events, for example.

By configuring the events of the camera, it’s possible to specify a set of actions that Digifort will
undertake when a determined event occurs.

Digifort Explorer offers control over automatic events, that is, events that occur without user
intervention, and manual events, which are events generated based on intervention of the user.

Communication

Digifort can generate an alert when a camera is out of order.

Communication |

o
# ‘I‘ Communication events

[y
The communication failure event will be triggered when the camera iz out of order
[¥f] Activate the communication faiure event
Trigger the event when the camera is out of order for X seconds
&0 =
=

[¥] Retrigger the eventif the camera keeps out of order

Event actions

The communication restored event will be triggered when the connection to the camera is restored and it is working again.

[¥] Activate the communication restored event

[¥] only trigger the event after a communication failure event

Ewvent actions

6.1.6.1.1 Communication failure event

The communication failure event is to verify for how long the device is out of operation. Therefore, the
system will only generate the communication failure event if the device remains out of operation for
more than X seconds.
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The system also allows the event to continue triggering every X seconds while the device is off-line; if
the option is disabled, the system will generate the event only once.

[] Activate the communication failure event

Trigger the event when the camera is out of order for X seconds
&0 =
=

[¥] Retrigger the event if the camera keeps out of order

Event actions

To learn how to set the alarm actions see _How to set the alarm

6.1.6.1.2 Connection restoration event

The connection restoration event is to generate an event when the device starts do run again in the
system.

The system also allows events to be triggered if a communication failure event of the same object
has been triggered previously.

The communication restored event will be triggered when the connection to the camera is restored and it is working aagain.

[#] Activate the communication restored event

Ewvent actions

To learn how to set the alarm actions, see How to set the alarm actions

6.1.6.1.3 Devices failure report

The devices failure report will list all faults and communication recovery with the system devices,
also providing the failure total time period for each device.

This report uses the communication recovery event to list and calculate fails; therefore, this event
must be enabled for all devices.

To learn about generating the report, see the Surweillance Client manual.
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6.1.6.2 Recording failure

Recording error

Q Recording error events

If the camera recording fails, the system can activate various alarm actions.

@ Activate recording error event

Event actions

To configure the recording failure event, select the Activate recording failure event option.
To learn how to configure alarm actions, see How to configure alarm actions .

The “Recording Re-establishment” event can be triggered when the camera successfully resumes
recording after a Recording Failure.

To activate, simply click on Activate Recording Re-establishment Event as shown in the image
below.

Carmera registration ((4)

Clase all Recording
Presets -~ Q Recording Events
PTZ Patrol
Aupdiary If camera recording fals, the system can trgger varous event actions,
Joystck -
[ metivate Recording Faiure Event
Meru control A
Ewvent resrm tme (Seconds):
1fo = |
| 3600 =il
Input
Output Event Actions
Events

If camera recording retums to nermal, the system can TMoer various event actions.
Communication

Recording ] Activate Recording Restore Event
Motion detectbon Event Actions
Audio level detection

Marual events
Device events
Privacy

6.1.6.3 Event Variables

The Event Variables feature allows the use of dynamic values of variables within the event actions.
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The Event Variable value can be accessed through the variable name reference, using a variable
name identifier: $(VARIABLE_NAME)

Each system ewent introduces different types of variables whose values can be used in event

actions.

The following event actions support the use of variables:

Send e-mail

Send HTTP request
Create Bookmark

Send message to the Operator

In the example below, an e-mail will be automatically sent with specific data relative to the LPR
event, including license plate number and driver's name if the recognized plate is flagged as stolen:

Event action (Send e-mail)

E-Mail
Configure e-mail sending
E-mail group:
Emails w
Message:
Suspect of robbery

Event Name: S${EVENT_MNAME),
Camera; ${CAMERA_NAME),
License Plate: ${LICENSE_PLATE),
Driver Name: S{PLATE_OWMER),
Details: S{PLATE_REMARKS),
Lists} S(PLATE_LISTS)

Indude camera image

Mumber of images (1 image per second prior to the event)
1 >

Available objects Selected objects

-~ Camera W -t Camera

Analytics configuration 40

SMS:
(®) Use default SMS message
O Use custom SMS message

[ include link for event playback

Use this server record Auto Login

Be0n =

Ganc

The same can be configured for messages sent to system operators, adding valuable information on the

alarm pop-up:
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Event action (5end message] n

Message

= e Configure operator message

Message:

Suspect of robbery

Event Mame: S(EVENT_MAME)
Camera: S{CAMERA_MAME)
License Plate: ${LICEMSE_FLATE)
Name: £(PLATE_OWNER)
Details: ${PLATE_REMARKS)|
Lists: S{PLATE _LISTS)

carel

In the following example, we can create a bookmark with the value of the recognized plate, which will be
displayed on the media player:
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Event action (Create bookmark)

Bookmark

o? Configure bookmark creation options

Title Colar

[S(LICENSE _PLATE) | | Red v|
Hours Minutes Seconds

C El; Eil; B

Create a bookmark with start dateftime of 0 seconds prior to the time
of the event until the time of the event

W Y Camera

E— I Ty

Add Delets

e

83

© 2002 - 2020 by Digifort, all rights reserved




84 Administration Client - Version 7.3.0.0

Digifort Media Player

Watermark: Valid

Time selection

Timeline

Motion search

Thumbnails

Media exporting

Image filters

10/25[2018 4:58:26 PM 1x
%58 PM

e R S

To receive the complete documentation with all system event variables, please contact our support
team.

6.1.7 How to configure the alarm actions

Various events require the configuration of alarm actions. To access these
configurations, click on the Alarm Actions corresponding to the executed
configuration. After clicking on this button the screen of alarms configuration
will be displayed, as shown in the picture below:
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Actions |
O Configure event actions

Avaiable actions

Selected actions
Send e-mail to a group of contacts

‘)) Flay alarm sound in surveillance dient
E Send an instant message to the operator

@ Activate or deactivate system objects

The events that are forwarded to users of Surveillance Client can be targeted to spedific users or user groups, dick "Configure Receivers™ to specify
which users will receive the notifications. If no users are selected, the notifications are sent to all connected users,

Configure receivers

Each alarm action has its own individual schedule so that you can configure
which times and days of the week the events can occur.

To enable any of the events just click and drag it to the list on the right
Selected Actions as shown below:
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Actions
O Configure event actions

Available actions

@Acﬁvat\e or deactivate system objects ~ | Send e-mail to 2 group of contacts

Selected actions

‘)) Play alarm sound in surveillance dient

=/ 5end an instant message to the operator

The events that are forwarded to users of Surveillance Client can be targeted to spedific users or user groups, dick "Configure Receivers” to spedfy
which users will receive the notifications. If no users are selected, the notifications are sent to all connected users.

Configure receivers

6.1.7.1 Send an e-mail message to a group of persons in the case of an alarm

It sends a notification e-mail to the selected alert group. If this action is to
be applied in the occurrence of the selected event, select this option and
click on Configure E-mail, opening the settings screen of the e-mail to be
sent, as shown in the figure below:

E-Mai
Configure e-mail sending
E-mail group: FA1ndude camera image
Alert Group ~ Mumber of images (1 image per second prior to the event)
Message:
Message to group: ALARMI Available objects Selected objects
v - Camera - R WIC
e Camera 1
=1 vivotek 180
w @ Analytics configuration
Analitic 1
5"2@5)1 [A1nclude link for event playback
Use default SMS message
) Use custom SMS message Use this server record Auto Login
Server [P Port User Password
[192.168.0.10 | [gs00 ] [achmin | [senes

Cancel
e Alert group: Selects the alert group that will receive the alarm
notification e-mail.
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¢ Message: Configures the message that will be sent in the body of the e-
mail.

¢ Add image from cameras: It is possible to attach an image from one or
more Cameras/Analytics to the e-mail sent in the event of an alarm.
Simply drag the desired object to the Selected Objects list.

For analytics, the image will be sent together with the metadata.

See the Metadata chapter.

¢ Number of images: It allows you to attach multiple images of an event
when sending e-mails. The interval between the quantities of images will
be 1 second.

¢ Include link for event Playback: It is possible to attach a script file
that, when executed, will open the Suneillance Client and playback the
video from those cameras whose images were selected to be sent in the
e-mail. This feature will only work with the desktop version of the
Sunweillance Client. If the e-mail is opened in a mobile device, such as
Apple or Android, the script file will not work.

e Use this server record: Fill in with data from the server where the
camera image that will be attached to the e-mail is located. With this
option, upon running the e-mail script, the suneillance client will auto
connect with the pre-configured data from this option. If this option is not
selected, after the script is deployed, playback will only open after the
user connects to the correct server.

¢ Use Default SMS message: In the event a SMS is sent, Digifort sends
a standard message to the user.

¢ Use Standard SMS message: In the event a SMS is sent, Digifort will
send the text that the user typed in the Message field with a limit of 140
characters.

The alert e-mails that include camera images will not include a “DeepLink”
in the body of the e-mail, where, if the e-mail is being viewed through an
Android or iOS device, the playback of the event’s video will be allowed
(upon clicking on the link) through the Mobile Client (if installed).
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Bl - P Suvitaars i

6.1.7.2 Sound an alarm in the Surveillance Client

Sounds an alarm in the Surweillance Client, alerting the operator to the
event that occurred. If you wish to execute this action, in case of the
selected event, mark this option and click on Select Sound, opening the
configuration screen of the sound to be executed in the Surweillance Client,
as shown in picture below:

Event action (Play sound) s @

Alert sound

‘} Configure alert sound

Select the alert sound: Duration (Sec.)
[Alarm 1 "] 5 =1
| ok || cancel |

Select the desired alert sound and execution time in the Surweillance

© 2002 - 2020 by Digifort, all rights reserved



Recording Server 89

Client. To test the selected sound, click on the Play button.

6.1.7.3 Send instant message to the operator of the computer

Send an instant message to the operator with information defined by the
administrator. These messages can contain instructions of the procedure to be
executed by the operator for solution of the problem, for example. If you wish to
execute this action in case of the selected event, mark this option and click on
Configure Message, opening the configuration screen of the message to be
displayed on the Surweillance Client, as shown in picture below:

Event action (Send message) B

=57 Configure operator message

Message:

Intrusion

0K | | Cancel

In this screen, configure the message to be displayed to the operator on the
Surweillance Client.

6.1.7.4 Enable or disable system objects

With this event, it is possible to enable and/or disable system objects.
The objects that can be enabled or disabled using this action are Cameras,
Alarm Devices, Maps, LPR Settings, and Analytics Configurations.

To enable an object, simply go to the Activate Objects tab and click and
drag the desired object to the Selected Objects list on the right, as shown
in the image below:
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Activate objects | Deactivate objects

o Select the objects to activate

Available objects Selected objects
4 -t Camera -t PTZ
L e v B 10 Board

Aﬁ LPR. Configuration i %alytic_é

L teste

[ oK 1’ Cancel J

To disable an object, simply go to the Disable Objects tab and click and
drag the desired object to the Selected Objects list on the right, as shown
in the image below:

Activate ohjects | Deactivate objects |

o Select the objects to deactivate

Available objects Selected objects
4 - Camera || = 1|

2 - plarm device
l> - Analytics configuration
I~ @& LPR Configuration

O ] Cancel

6.1.8 Camera management functions

Digifort allows the basic configurations in common with all cameras to be applied in
batch.
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Select the desired cameras and click on the right button, opening the Options
Menu, as shown in the picture below:

Activate camera

Deactivate camera
Duplicate

Recording schedule

1/0 Scheduling

Alarm buffer

Snapshot buffer

Connection > |

Events > Communication
PTZ Recording

Disk limit Motion detection

Recording Directory Device Events

C e

Archiving

Recording type

Edge recording

Metadata recording
Motion detection
Privacy mode

Relay

Advanced device settings

Media profiles »

Grant rights
Deny rights

The options menu offers the following functions:

6.1.8.1 Activate camera

Activates the recording of the selected cameras

6.1.8.2 Disactivate camera

Disactivates the recording of the selected cameras

6.1.8.3 Duplicate camera

Duplicates the registration of the camera, creating a new registration with
the same information, just adding "-Copy" to the end of the name and also
creating a new folder as a recording directory (also with the suffix "-Copy"),
allowing the creation of "templates" of cameras already pre-configured and
facilitating server administration

6.1.8.4 Connection

Allows changing Address, Authentication, Timeout and Visualization Timeout
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settings. To learn how to configure this feature, see How to add a camera.

6.1.8.5 Configuragdo PTZem massa

To perform bulk PTZ configuration, follow the image below:

@ Search
=

Name Description

== Cam1 Famaes e
Activate camera

Deactivate camera
Duplicate

Recording schedule
1/Q Scheduling
Alarm buffer
Snapshot buffer

Connection >

Events *
PTE » Activate / Deactivate control |

Disk limit Operation Scheduling » Scheduling
Recording Directory Usage notification Excluded Users

Recording type Auto unlock l
Metadata recording
Metion detection
Relay

Advanced device settings
Media profiles ¥

Grant rights

Deny rights

Add 17 Modity Delete Import Find Export

In your Administration Client, navigate to the Cameras section.

By right-clicking on a camera having the PTZ function, as shown in the image abowe, the following bulk
configuration options will be available:

o Activate/Deactivate Control: It allows the administrator to activate or deactivate the camera’s PTZ
controls.

e Operation Scheduling: It allows you to schedule when PTZ controls can be activated and checks
which users are excluded from configuration limitations.

¢ Use Notification: It allows you to choose whether the administrator will be notified when PTZ is
used.

o Automatic Release: It allows the user to release PTZ

6.1.8.6 Type of recording

Modifies the type of recording of the selected cameras. To learn how to use
this feature, see Recording
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6.1.8.7 Relay

Activate Relay for the selected cameras. To learn how to config this feature
see How to configure the visualization of the camera

6.1.8.8 Multiple Camera Recording Directory Change

The Administration Client now allows you to change the recording root
directory of multiple cameras simultaneously. To change the recording
directory, simply select the cameras, right-click on the camera list and
select “Recording Directory” in the context menu pop-up.

The system allows you to define a “Root” directory which will be used as
basis for all cameras. The name of the last subdirectory (usually the
camera’s name) will be kept. For example, if the camera is currently being
recorded in “E:\Recordings\01” and you wish to change to “E:
\NewRecordings”, the system will change the directory of this specific
camera to “E:\NewRecordings\01” and thus successiwely for all selected
cameras.

It is important to emphasize that changing the directory will not mowve the
recordings from the old directories to the new ones. This procedure must
be done manually, with the server service stopped.

Mame Recording directory
Ll il E:\Recordingsi01%,
02 E:\Recordings\02\,
3 E:\Recordings\03
g E:\Recardingsi04,
05 E:\Recordings\0sh,

B 05 E:\Recordings\06%
Recording Directory Settings n
H...
Recording Directory i
12...

m Recording Directory Settings

In case multiple cameras are selected, the directory will be changed e\

in all cameras by using the last sub-directory name. .
i

Recording Directory A

[ Recordings| | & B
ew',
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6.1.8.9 Media Profiles

6.1.8.10 Media Profiles

Change the video profile when selecting the camera in the Monitoring
Client:

neay

Advanced device settings

Media profiles > Media profiles list >
Grant g Recording media profile
Deny rights Visualization media profile

Maobile visualization media profile
Motion detection media profile

Change media profile on camera selection on client

Add, Change or Delete Media Profiles on multiple cameras simultaneously,
as long as they feature the same media options.

To select the cameras with the same media profile, select a desired
camera and press Ctrl + M. If there are cameras with the same media
profile as the selected camera, it will be automatically selected.

Let us exemplify how logic works in the event of multiple profile selection.
In the example, two cameras with the following settings will be used:

Camera 1
Viewing Profile
Recording profile
Mobile Profile

Camera 2
Recording profile

Let us analyze the following hypothesis individually:

¢ In the event that a Viewing Profile is Added, this profile will only be
included at Camera 2 and the current profile at Camera 1 will be
changed according to the new configuration;

¢ In the event a Viewing Profile is changed, the change will only be done
at Camera 1;

¢ In the event a Recording Profile is changed, the changes will be done
on both Cameras;

¢ In the event a Mobile Profile is deleted, it will only take effect at
Camera 1;

¢ In the event a Recording Profile is deleted, both cameras will have their
profiles deleted;

It is also possible to view the image from the camera through the list by
clicking on Preview:
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=
Name

W= Digifort 01
=" Digifort 02
== Digifort 03
W1 Digifort 04

Description

Digifort 01
Digifort 02

Digi
Digi

e vic

vie |

Add v Modify

*ort: 8600)...

6.1.8.10.1 Mobile view ing media profile

Activate camera

Deactivate camera

Recording schedule
Events schedule
Alarm buffer
Snapshat buffer
Events

Disk limit
Archiving
Recording type
Edge recording
Motion detection
Privacy mode

Relay

Media profiles

Recording media profile
Visualization media profile
Mabile visualization media profile

Motion detection media profile

Grant rights
Deny rights

Add profile
Modify profile
Delete profile

Preview

L

>
3 Gravacao |
Visualizacao I>’

Changes mobile viewing media profile settings. To learn how to configure this

feature, see Media Profile for Mobile Access..

6.1.8.10.2 View ing media profile

Altera as configuragdes do perfil de midia de visualizag&o. Para aprender a
configurar este recurso veja Media Profiles.

6.1.8.10.3 Recording media profile

Changes recording media profile settings. To learn how to configure this feature,

see Media Profiles.

6.1.8.11 Grant Rights

Grants user rights on devices. To learn more, see Rights .

6.1.8.12 Deny Rights

Denies user rights on devices. To learn more, see Rights .

6.1.8.13 Delete Cameras

To delete registered devices, simply select one or more devices and click the
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Delete button.

=

Name Description
&= Digifort 01 Digifort 01
W Digifort 02 Digifort 02
W4 Digifort 03 Digifort 03
W Digifort 04 Digifort 04
= yic vl

Camera Register | x |

e Do you really want to delete the selected object(s)?

Add hd Modify Delete &

6.1.9 Locating and registering cameras automatically

Digifort features the option of automatically locating and registering in the system
those cameras with UPnP and ONVIF support.
Find out how this feature works below:

In the camera registration screen, click on the Find button, as shown in the image
below:

The following screen will be displayed:
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Finder
E‘ Media devices finder
A

Search

Search UPnP devices Initial range Final range
[] Seach OMVIF devices 0.0.0.0 255.255.255.254
! Start
[IFast search
Devices found
Address Manufacturer Madel name Model number Driver

. Device ready to register
M Device available to register, but need verification
M Cevice already registered

Equipment search is done on this screen. There are two types of search:

¢ Normal: The normal search for UPnP equipment takes an average of 40 seconds
to find the equipment. This happens because, in addition to finding the equipment
that have replied to a request, this search looks for UPnP broadcast packages on
the network, causing the search to find more devices.

¢ Quick search: The quick search for UPnP equipment takes an average of 15
seconds to find the equipment. This search only finds those devices that have
replied to the UPnP request done by Digifort. To enable quick search, simply
click the Quick Search check box;

¢ Initial Range and Final Range: Limits the search between the set IP range.

To start the search, click on Start and the message "Wait, Finding Equipment"
will be displayed while the equipment is being located.
Once found, the equipment will be listed as shown in the figure below:
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Devices found

Address Manufacturer
[T 192.188.10.121 Pelco
[T 192.168.5.120 Zavio
[T 192.168.5.105 Panasanic
[T 192.168.5.104 Panasonic
[T 192.168.5.124 Panasanic
[T 192.168.5.109 Vivatek
[T 192.168.5.118 Vivotek
[T 192.188.5.110 Vivotek
[T 192.168.5.114 Vivotek
[T 192.168.5.103 Panasonic
[T 192.168.5.123 Panasanic
[T 192.168.5.111 VIVOTEK INC.
[T 192.168.10.102 Microsoft Corporation
192.168.5. 108 UPAP IGD Project
192,168, 5.130 Brickcom
192,168,5.131 Aads
192.168.5, 102 Bads

. Device ready to register
W Device available to register, but need verification
Ml Device already registered

Model name Model number Driver -
IXS0DN IXS0DN Pelco Sarix IXSODN
Fixed CMOS Camera (Two way alF3124 Zavio F3124
Metwork Camera BE-HCM311A Panasonic BB-HCM311
MNetwork Camera BBE-HCM515A Panasonic BE-HCM515
MNetwork Camera BE-HCM705A Panasonic BE-HCM 7054
MNetwork Camera TC5330 Vivotek TC5330
Mega-Pixel Network Camera IP71561 Vivotek IP7161
Metwork Camera IP7138 Vivotek IP7138
MNetwork Camera TC5330 Vivotek TC5330
MNetwork Camera BL-C160A Panasonic BL-C160A
MNetwork Camera BBE-HCMSZ7A Panasonic BEE-HCM 5274 i
Network Camera with Pan,Tilt/Zo PZ71X1
Windows Media Player Sharing 12,0
test 0.92
WFE-1004p v3.0.4.0 Brickcom WFB-100Ap 3
AXISP1348 P1346 Axis P1346 5
AXIS P5534 P5534 Axis P5534
-
Add selected devices

Three types of equipment can be found according to the caption in the bottom left
corner of the screen:

e Green - (Device ready to register): These are the cameras found whose
manufacturers and models have already been approved on Digifort.
This camera equipment is ready to be added to Digifort.

¢ Red - (Device available to register): These are equipment that have not been
found in the database of equipment approved on Digifort. This may take place
either because the equipment is not actually approved or if the manufacturer/

driver is written

differently from what is registered on Digifort.

If the name is incorrect, it can be corrected on the same screen through a check
box, as shown in the figure below:

[T 192.i68.5.105
[ 192.168.5.111
192.168.5.131

l Device ready to register

Metwork Camera BE-HCM311A
| Metwork Camera with Pan/Tilt PZ71X1
+ AXIS P1346 P1345

Vinaows Media Flayer Sharin 1.2.0

Panasonic
VIVOTEEK IMC.
Thor Security
Topica
Toshiba
Trafican
TREMDnet
Truen

UDP

Verint
VISIOMNxIP

Vivotek I/}
B Device available to register, but ne TEC Player

B Cevice already registered
Bl Device can not be registered

¢ [l

VTV
Webgate
Zavio

¢ Blue - (Device

already registered): These are equipment thathave already
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been registered on Digifort.

¢ Gray - (Device cannot be registered): In this case, the equipment or program
found has not returned any IP address and it cannot be automatically added.

There are two ways to register the equipment found.

6.1.9.1 Registration of one device only

¢ Registration of one device only: Select a product over the box as shown below:

Address Manufacturer Madel name Madel number Driver
IV  192.168.5.102 Axis AXIS P5534 P5534 Axis P5534
[T 192.168.5.110 Vivotek Network Camera 1P7138 Vivotek IP7138

After selecting the device, click the Add selected devices and the camera registration screen
is displayed with Manufacturer, Camera model, IP and Port fields already filled. Thus we will
only hawe to fill out name, description, recording directory, and password of the camera.

6.1.9.2 Registration of various devices

This feature can register multiple cameras simultaneously with sequential numbers. To begin, select
several devices from the selection box as shown below:

Address Manufacturer Model name Model number Driver
¥ 122.188.5.102 Axis AXIS P5534 P5534 Axis P5534
[¥ 132.188.5.131 Axis AXIS P1346 P1345 Axis P1346
[¥ 192.168.5.120 Zavio Fixed CMOS Camera (Two ws F3124 Zavio F312A
[¥ 132.168.5.110 Vivotek Network Camera IP7133 Vivotek IP7138
[T 192.168.5.115 35 Vision Internet Camera 35 Vision N1071
™ e e .« w

After selecting the device, click the Add selected devices and the following screen appears:
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Media Devices Finder - Add Devices n

Add devices

E‘ Add devices
“

Device name

Camera |i Use variable /i for auto-numbering
Device initial number Digit count
1 s | |9 =
Device username Device password
Root path for recording
OK Cancel

The information provided on this screen will apply for all cameras to be registered:

e Device name: It allows you to name one or more cameras. To add the number after the initial
name, simply insert the “/i” at the end.

¢ Device initial number: The name of the cameras will be recorded in the form of a sequence of
numbers. This field will set the starting number from which to begin counting.

¢ Digit count: number of spaces you want. E.g.: If the counting starts with number 1 and number of
decimal places is 4 then the name of the first camera registered will be 0001.

e Device username: User name used for Digifort to authenticate the devices.

e Device password: Password used for Digifort to authenticate the devices.

¢ Root path for recording: Enter a directory where Digifort will create a folder for each camera to
store your recordings. This folder will have the same camera name (E.g.: 0001, 0002, etc.).

After registering various cameras, their status will change automatically to BLUE (Camera already
registered). This shows the cameras have been registered successfully as shown below:

In this register you must add the cameras that the system will manage. It s possible to configure several cameras simultaneously selecting the desired
items and clicking the right button.

Cameras Description
w0001 0001
0002 oog2
0003 0003
40004 ooo4

© 2002 - 2020 by Digifort, all rights reserved



Recording Server 101

6.1.10 Importar objetos de outros servidores

Importing objects from a remote server is a tool that will help manage large Digifort installations.

This new tool allows the system administrator to import objects from other Digifort servers, streamlining
the configuration of a new server.

The system allows the import of any object, as well as Cameras, Alarm Devices, Users, Analytics
Settings, and LPR.

Every configuration screen that allows the import of objects now features an “Import” button.

Find Export

In the case of importing cameras, there are two options as shown in the figure below:

Im:p.';t.rt 1 [ Find l [ Export

Import from a remote server (Copy)

N

| Import from a remote server (Relay)

Import cameras from a remote server (copy): When the import is done as a copy, the settings
will be imported just as they are on the imported server. An important example is the recording unit:
if on the source server the cameraswere recording on the E: directory and in the current server this
unit does not exist, the cameras will not record.

Import cameras from a remote server (relay): When the import is done as a relay, the current
server will register the cameras using the Digifort RTSP Server driver, in which case it will fetch the
images from the source sener.

To import, simply enter the source server IP, the Digifort communication port and a Digifort
username and password. The objects that will be loaded will be those that the user holds
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6.1.11

management rights for that type of object.

Click on Search and the objects will be displayed in a list as shown in the image below:

Importar objetos

Imnportar

@ Importar objetos de um servidor remoto

Enderego do servidor: Porta
| | [ps0 ]
i_lsua'rio | iSenha |
Pesqguisar
Objeto Tipo Descricio &
[] =01 Camera Client parking
[] w0z Camera People Counter
[] =03 Camera Entrada Corredor 1
[] w04 Camera Entrance micro camera
[] =05 Camera Entrada Garagem
[] =05 Camera Recepcio
[ =m0z Camera Recepcdo Saldo 1
[] =03 Camera Recepcdo Saldo 2
[] =09 Camera Entrada Corredor 2 *
[] === 10 Camera Hall do Refeitdrio =
[] =11 Camera Sala Suporte
[ == 12 Camera Estoque 1
[[] =13 Camera Estoque 2
[ e 14 Camera Sala Suporte 360° fisheye
[] == 15 Camera Digifort InSight *Facial Recon™
[] =15 Camera Mezanino
[] w17 Camera Sala LATAM=
[] == 15 Camera Sala de Reunido * W

Todos

Select the desired objects and click on OK.

Multichannel device registration

Menhum

Inverter

e

Digifort enables the registration of multichannel devices to be easily done, such
as DVRs, NVRs, Video Servers, Multi-lens Cameras, etc.
For example, this option allows all channels on a DVR to be registered at once.

To access this option, simply click on the arrow available next to the Add
button as shown in the image below:
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=

Name Description
it tocte 01 teste 01
W teste 02 teste 02
Wt tecte 03 teste 03
WY teste 04 teste 04
=yl vle
Add |v Modify Delete Import Find Export

The options for those supported devices that can be registered are shown as in
the image below:

Camera

Multi-channel camera

Video server

Multi-channel video server
DVR N
MNYR

Media device Delete

6.1.11.1 Registering a DVR

To illustrate, a 4-channel DVR will be registered.
After clicking on Add ->DVR, the general information screen will be displayed

as in the image below:
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General

@4 General camera settings

Manufacturer

Venetian v | Venetian

Camera model Firmware

DVR 8304-HD w | |V4.02.R11.00031114, 10001, 1300 or greater W

Camera address Port (34567) User Password

192,168.10., 100 =5/ 34567 % |admin |sanes| ©
Rec_urdir!g directory Connection timeout {ms)
c:\DVRfolder) f& 30000 =

i oK | Cancel

Basic information on the equipment must be filled in.Manufacturer, Model, IP,
Communications port, Username, Password, and the Directory where
the recordings will be stored.

After filling the data in, as illustrated in the previous image, click on the
Channel option located on the side menu, as shown below:

Open all

Camera
General
: Ehanneis-
Motion detection D}
Audio
- Streaming

Media profiles

Recording

The following screen will be displayed:
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Channels

@it Channels

Auto naming channels

Channel name Initial Digits

fi 1 |12 % | Use the variable /i to add the channel number.

[ ] Apply to activated channels only Execute

Channels

Camera name Description
L

Camera activated

Camera name Description

Camera activated

Camera name Description

Camera activated

Camera name Description

Camera activated

| oK | Cancel

The following options are available:

e Auto naming Channels: Allows a naming standard to be applied on all
channels of the device.

e Channel Name: Desired name followed by a number (feature /i).

¢ Initial: Starting number that will be applied to the channels.

¢ Digits: Number of digits that are required for naming.

e Apply only to activated channels: Applies a naming sequence only to
those channels activated at the bottom of the screen.

o Execute: Applies the standard to all channels.

Example: To register a DVR with the naming standard: Digifort 1, Digifort 2,
Digifort 3, etc., the following configuration will be carried out:

Auto naming channels

Channel name Initial Digits
Digifort /i 1 =i 1 2| Use the variable /i to add the channel number,
[l apply to activated channels only e EXECUtE

To register a DVR with the naming standard: Digifort 01, Digifort 02, Digifort 03,
etc., the following configuration will be carried out:

© 2002 - 2020 by Digifort, all rights reserved



106

Administration Client - Version 7.3.0.0

Channels

B¢ Channels

Auto naming channels

Channel name
Digifort /i

Initial Digits

[RE! = |2

[C] apply to activated channels only

Channels

Camera name
1. |Digifort 01

Camera activated
Camera name
2, |Digifort 02

Camera activated
Camera name

3. |Digifort03
Camera activated

Camera name
4. |Digifort 04

Camera activated

Description
Digifort 01

Description
Digifort 02

Description
Digifort 03

Description
Digifort 04

| Use the variable /i to add the channel number,

e —

OK Cancel

In the Channels area, it is possible to check/modify the name applied.
It is important to remember that each channel is registered as an independent
device, thereby consuming 1 recording license per registration.

NOTE: The device name cannot be changed after registration.

The recording folders will be created with the names chosen for the channels

within the selected root folder.

To finish registration, simply click on OK and all DVR channels will be
simultaneously included.

=

MName Description
&= Digifort 01 Digifort 01
Wi Digifort 02 Digifort 02
= Digifort 03 Digifort 03
W= Digifort 04 Digifort 04
=i vle
Add hd Maodify Delete Import Find Export
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6.2 Camera Groups

The system allows the creation of Camera Groups for improved organization of objects.

In the Sunweillance Client, the groups will be part of the list of objects and cameras belonging to the
groups will be added below them.

The Sunweillance Client offers great flexibility towards working with groups:

e You can drag and drop a group on the screen, and cameras from that group will be added to
the surweillance.

e To add cameras from the group and all cameras from all subgroups, simply press and hold
the Shift key while dragging and dropping the desired group.

e You can drag and drop a group onto the media player to playback the cameras from that
group. To add cameras from subgroups, simply press and hold the Shift key while dragging
and dropping.

¢ By right-clicking on the group, you can play all cameras from the group and, if desired, the
cameras from all subgroups as well.

¢ By right-clicking on the group, you can send all cameras from the group to the virtual matrix
and, if desired, the cameras from all subgroups as well.

To create camera groups, access Camera Registration, locate the Recording Server icon and then
click on the Cameras icon, as illustrated in the figure below:

4 !ﬂ' Digifort Servers

F lg local

F ﬁ Recording Server

: =k BT Cameras
. O Alerts and Events

Once this is done, camera registration will be displayed, as illustrated in the figure below:
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= (Todos os obyetos)
= (g agrupados)

Nome

Descrigio

= 0001

Elkin Test

Adicionar

Excluir

Importar Procurar Exportar

To add a group, click on the Add button in the groups section, on the left, or right-click on the group

zone as shown in the image below.
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ik 1h_| {Todos os objetos)
:. {M&o agrupados)

Move Grupo

Excluir Grupos

Adidonar | |

Excluir
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By clicking on the Add button, the system will request you to inform the name of the group to be
created and then the group will become available on the list.

| (All objects)
fd™ ] (Ungrouped)

Once the group has been created, to add one or more cameras to the group, simply click on the
desired camera(s) and drag it/them to the group. You can also create subgroups by simply creating
a new group with the larger group selected or then drag all desired groups into a larger group:

|,ﬂ Search

= {All objects)

= {Ungrouped) -
A = MName
W Test
e -"'"' Mt Trm+
Mew Groug
Delete Groups

Once the groups have been created, the system will only list those cameras belonging to the
selected group.

Example of operation using the Surweillance Client:

Q Digifort - IP Surveillance System - Administration Client

1In this register you must add the cameras that the system will manage. It "s possible to
f.lc;r;‘r'tlgbuurgnsneveral cameras simultaneously selecting the desired items and clicking the
~ l! Digifart ] == (All objects) Name (=
v !' Digifort -+ Ungrouped) ——
‘:"@ Recording Server ~ | 1stFloor =2
H = q Status B ey Development =03
i B¢ Cameras b Ground Floor .
= n Edge recording e Dining hall-+itchen ———
> o 1/0 Devices == Latam -
> O Alerts and Events = Lobby -
> 2 Users ! i Support —
- Bm Soeenstyles ~ =~ Home
o Gﬁ Maps ! == Generator -
1% operational Maps = Tedhnics =10
> AP Analytics LFR =i
> Q License Plate Recognition vt Underground =2
=% Web Pages == Training Room i3
: - u Settings L
.l server Information s v
L. @8 weh Server & L
O o Add Delete Find Export

Camera groups can be synchronized between servers using the Master/Slave function.

To see this new feature in action, visit the videos available on our YouTube channel: http://www.
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youtube.com/DigifortChannel
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https://www.youtube.com/watch?v=laNEKPyzdL0&list=PLFIhAF60Qd rJjV3wEWHB8f0ZuzruwrOS

Column Organization

The Administration client now has a great tool that assists the object administration and
configuration in the server. The extended columns are implemented in all registration screens that

have information that can be displayed in a list.

In the camera registration, for example, the user can select which columns should be displayed. To
do that, click with the right button on the columns, and then click on Select columns as shown

below:
s ¥ .
Mame |§.r.\n..-.mnb e
Select columns
. PTZ L
[— | Vlc Ulc

The following screen will appear with the available columns options:

Select columns

sl

Select the columns to be displayed

¥ Model

[ Firmware
| address
¥ Port

7] User

[ Shortout

[f] Activated

| Relay
[7] Recording media profile
|| Visualization media profile
[] Mobile media profile
[ Recording type
[T Recording days
7] Recording pre-buffer
[T Recording post-buffer
[] Snapshot buffer

filrecordna directory |

m

oK J [ Cancel

Select the columns you want, and then click on OK. They are displayed on the main screen:
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6.4

Name E Description Model
- pTZ PTZ Vivotek SD6112V
- ic wle Axis P1346

192.168.0.222 80
127.0.0.1 8082

Address Port User

Recording directory Activated
c:\Recorditeste\ Yes

ciltestel Yes

If you want, the information displayed can be exported to a .csv file. Simply click on Export on the

lower-right corner of the main screen.

Exporting Data from the Recording Server

The Digifort Administration Client can export in the .CSV format, which contains a summary of the
recording server.Such information can be used for various purposes, such as reports and controls.

To do it, navigate to your Recording Server, on the Cameras tab, click on Export on the lower right

corner:
. < 3

Nome Descricdo Modelo Porta Usuario

e Teste Teste Axis Q6124-E a0

W tected teste2 35 Vision N1071 80 root

W teste3 teste3 AeroGuard DII 30 root

[
< >
Adicionar hd Alterar Excluir Importar Procurar Exportar

Set a path to sawe the file and then the following window should appear:

© 2002 - 2020 by Digifort, all rights reserved



Recording Server 113

Confirmation

o Do you want to add column headers to the file?

5im Mio

This window requests the confirmation to export the columns being displayed in your Recording
Senver. In the above example, the Name, Description, Model, Port, and User columns will be
exported, as follows:

A B C D E F

i |Nome .lDescrh;én Modelo Porta Usuadrio
2 | Teste Teste Axis Q6124-E 80

2 |teste teste2 35 Vision N1071 80 root

4 |tested tested AeroGuard DJ| 80 root

6.5 Monitoring recording server status
In this system area, you can check the owverall status of all cameras registered
in the system.

To access this feature, select the item Status within the Recording Sener in
the Settings Menu, as illustrated in the figure below::

=
W !ﬁ local

v ﬂ Recording Server
g stetus

B4 Cameras

The status screen allows the selection of custom columns with new information
to be displayed in the list (by right-clicking on the list header) and sorting by
any column of the list. In addition, you can export the current data in a .CSV
file.

The camera status screen design has been redesigned to provide more
information. The screen is now single (it does not have the General and Status
tabs) and it features a powerful dashboard with an excellent status summary.

The new dashboard in the right corner of the screen replaces the previous
design in which 2 tabs were necessary (General and Details), and it features all

© 2002 - 2020 by Digifort, all rights reserved



114

Administration Client - Version 7.3.0.0

the information that was previously displayed on the “General” tab.

A new information relative to the number of recording cameras was added to the
dashboard.

This number will account for all cameras configured to record (Continuous, By
Motion or By Event) that are currently in operation. The camera will be
accounted for in this same value even if it is not currently recording to disk (as
when configured to record by motion or event).

A new recording rate information per disk drive was also added to the
dashboard. The system will now inform the recording rate (in MB/s and Mbits/s)
of each disk drive and this will make it possible to check in detail bandwidth
usage for each one.

With the new Camera Groups feature, upon selecting a group (or multiple
groups), logs will be filtered to display only the selected camera groups.

H
i
row
g
n

[N

F23
g
3

Details:

Total: Total number of cameras registered on the server.

Activated: Number of activated cameras.

Deactivated: Number of deactivated cameras.

In operation: Number of cameras in operation.

Recording: Number of cameras that are recording.

Total FPS: Total number of frames per second being transmitted to the

server.

FPS Recorded: Number of frames per second being recorded on the server.

o Largest recording buffer: The largest buffer time between server cameras.

e Total rate of received data: Amount of data received by the server over the
network.

e Total recording rate: Amount of data being recorded per second on the
disks.

e E: A summary of free and occupied disk space (in this case, E: drive).
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6.5.1 Monitorando o status de cameras individualmente

In this area of the system you can check the individual status of each camera,
obtaining information such as its operating status, IP address, uptime, used
disk space, etc.

To access this feature, click on the Cameras tab under the Recording Server
Status item, as shown in the figure below:

| General | Cameras |

[ show deactivated cameras

Object w Status Description
=yic Working vlc
. pTZ Out of Order PTZ

On this screen, all the cameras registered and active in the system will appear
and inform us about their functioning status. If the status is "In operation" the
camera is functioning normally and if the status is "Out of operation" some
communication problem with the camera is occurring, check the electrical and
logic network.

The list can be ordered by the name of the cameras, their status or their
description. To do this, just click on the desired topic. An arrow will indicate
which topic is being listed and whether it is in ascending or descending order
as shown in the figure

Cémera & Status Descricio

To view the details of the operation of each camera, double-click on the desired
camera. Details will be described in the following topics.

e Shows the deactivated cameras: Check this option to see the cameras
that are deactivated in the camera register;

6.5.1.1 Conexao de Gravagao

This screen provides us with detailed information about the connection used
with the camera for recording images, as illustrated in the figure below:
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Recarding Connection | Connections | Input Parts | Schedulings | Edge recording | Disk |
‘ Recording connection information
F Y
Camera: 01
Description:  Estacionamento Clientes
Model: Axis P3367-V
P 10.3.20.1
Active Time: 73 Hour(s), 6 Minute{s) and 10 Second(s)
Inactive Time: 0 Hour(s), 0 Minute(s) and 0 Second(s)
Framess: 7 Frames per Second
Ping Test

6.5.1.2 Conexoes

Camera: Name of the registered camera.

Description: Description of the registered camera.

Model: Registered camera model.

IP: IP address of the camera.

Active time: Time of activity of the camera since its activation or change of

parameters.

Idle time: Camera idle time.

e Photos received: Photos received from the camera since its activation or
changing parameters.

e Bytes received: Number of bytes received from the camera since its
activation or changing parameters.

e Frame / s: Frames per second being received from the camera.

e Ping Test: Opens a window with the ping test for the camera.

This screen provides information about all connections made to the camera for
recording and viewing video.

The connections are displayed in a tree-shaped list, that is, with items,
showing the type of connection, and sub-items, showing the connection details.

To access this feature, click on the Connections tab, as shown in the figure
below :.
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6.5.1.3 Disco

Ping Test

Recording Connection | Connections | Input Ports | Schedulings | Edge recording | Disk

-
) @V Connections information
Var

4 %nnecﬁan 1 [Perfil padrio de gravacdo de videa) |
") Profile: Gravacao (Perfil padrio de gravacio de video)
% Video: Media: Receiving media data...
o Received frames: 12230
o Frames per second: 4
o I-Frame distance: 1
o Received bytes: 874.867.113 (854. 36 2KE)
: o Bytes per second: 281.763 (275KB/s 2.200Kbps)
b a‘, Audio: Mot available
E------".w Assodated nodes: 2

OK |

Profile: Media profile associated with the connection. To learn what a media
profile is, see Media profiles

Frames Received: Frames received from the camera with this connection
since its activation or changing parameters.

Frames per Second: Frames per second being received in real time.
I-Frame Distance: Shows the number of frames between the frames |
received.

Bytes Received: Bytes received from the camera with this connection since
its activation or changing parameters.

Bytes per Second: Bytes per second being received in real time,
Associated Nodes: Number of resources that are using this connection. In
this case this connection is being used only for recording the images,
showing the value 1. If the camera is also being monitored through the Relay
Server through this connection, the value 2 would be shown.

This screen provides us with information about disk space usage by the
camera.

To access this resource, click on the Disk tab as shown in the figure
below:

Details of vic @
| Recording Connection i Connections | Disk
@ Disk usage information
Recording buffer: 0 Second(s)
Recorded video frames: 1535
Audio blocks recorded: 0
Bytes Recorded: 105,752,265 Bytes (100MB)
Days of Recording: 19 Day(s) and 5.4 Hour(s)
Estimation of Recording Days: 29 Day(s) and 10.5 Hour(s)
Limit: 5,600 MB
Disk Used: 3,835,215,324 Bytes (3,657MB)
OK

To better understand all of these items read the topic on Disk Management
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6.5.1.4

on the Recording _Recording Cycle

¢ Recorded photos: Recorded photos from the camera since its activation
or changing parameters.
¢ Recorded bytes: Recorded bytes of the camera since its activation or

parameter change.

Recording hours: Recording hours stored on disk.

Estimated recording hours: Estimated approximate recording hours.
Recording days: Recording days stored on disk.

Estimated recording days: Approximate estimated recording days.
Limit: Limit allocated for recording images from the camera.

Disk used: Disk space used by camera images.

Exportagdo de dados na tela de Status

The Administration Client object status screens now allow you to export the data to a .CSV file.

All status screens now have a button labeled "Export" and the data will be exported including all

selected columns.

MName

.01

<

Warking

Yes

[ ]5how deactivated cameras
[+] Show Dashboard

Screens with export button support:

Camera Status

I / O Device Status
Analytics Settings Status
Status of LPR Settings
Failover status

Master / Slave connections
Status of Scheduled Events
User Connection Status
Status of RTSP Connections
Edge Recording Log

Export
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7 Alerts and Events

The Digifort System offers a series of alerts and alarms that can help to monitor the normal
operation of a set of cameras and the server itself. These alerts are configured by the system’s
administrator, according to the individual needs of each solution, and can be modified at any
moment whenever a new need appears.

The functions of alerts and events allows Digifort to send e-mail or SMS messages to a list of users
that was previously registered in the system each time some event Programmed by the
administrator occurs. An event can be, among others, a failure in the communication of the camera
with the server, a failure in the recording of data, a motion alert or an alert associated with an
external electrical device. All of the alerts are also registered in a log file for later consultation and
analysis.

The alerts and alarms are activated immediately following their configuration, making it unnecessary
to paralyze the system to accomplish a configuration. An alert can be made for the entire system or
for a specific camera.

The monitoring of these alerts is the responsibility of the person to whom the administrator
delegated the control.

The lack of interest in checking up on abnormalities detected and informed by the system is
considered a serious failure, putting security as a whole at risk.

71 How to access the Alerts and Events

To access the alerts and events, click on the item Alerts and Events in the Configurations
Menu, as shown in the picture below:

[ gy Recording Server
4 O Alerts and Events
: ------ s Contacts

This area of the system is divided into three parts, the contacts register, the contact groups
register and the log configuration.

711 How to configure the contacts
Contacts are system units that are responsible for alert e-mail messages from the system.
In other words, contacts are people who are registered in the system with information such

as name, telephone and e-mail address. By way of this information, Digifort is able to
contact them.

Digifort sends e-mail messages not only to a contact, but also to groups of contacts.

To access the contacts register, click on the item Contacts, as shown in the picture below:
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4 g Digifort Servers

4 -l Local
-4 Recording Server
& plarm Devices
@ Alerts and Events
- & Contacts

WO

e

i}, Global Events

Once this is done, the contacts register will be displayed on the right, as shown in the
picture below:

‘ = Alert Contacts

Use this register to register the contacts who will receive the system alerts by e-mail or SMS..

~ ” Digifort [®search
v W el Neme
> -gllh Recording Server
~ +(?) Herts and Events

Description

i s Contacts

0 { ) o Add | modity Delete

tmport | Export

To add a contact, click on the Add button. To modify a contact, select it and click on the
Modify button. To exclude a contact, select it and click on the Exclude button.

7.1.2 How to configure the contact groups

The creation of contact groups is necessary, since Digifort sends e-mail notifications
not only to a contact, but also to a group of contacts.

To access the contact groups register, click on the item Groups, as shown in the
picture below:
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-El @ Alerts and Events
© b Contacts

Once this is done, the group register will be displayed at the right, as shown in
the picture below:

@ Digifort - IP Surveillance System - Administration Client

Digifort Server Users

ster to register sers tha
idually for each user It 's possi
items and clicking the right button.

~ ” Digifort Servers Name Description
Y. ” local - admin System administration account
» ‘ Recording Server
> @ Alerts and Events
s Users
o stans
- ﬁ Groups
)‘ ﬁ Settings
' Server Information
e Web Server
; .} RTSP Server
4? Licenses
; Logs

‘ Digifort Mobile Camera Servers

Delete | Import | | Export

© ® ©0 [ = I[ e

Administrating the server local {IP: 127.0.0.1Port: 8600). ..

To add a contact group, click on the Add button. To modify a contact group, select
it and click on the Modify button. To exclude a contact group, select it and click

on Exclude.
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8 User administration

A security system really only works if it has functions and administration capable of making it
resistant to wilnerabilities and technical problems during its operation.

The creation of users is very important for the good organization and security of the Digifort Server.

The system’s administrator must define a set of users who are responsible for the monitoring and
correction of events related to the operation of the Digifort System. With time, these users are
automatically notified by the system regarding the conditions and abnormalities that occur and that
were defined by the organization as worthy of checking out. An abnormal situation would be a
camera that stopped working, or a vault that alerted about someone’s undue entry, for example.

These users must be of the utmost trust to the company, as a security solution only works with
trustworthy equipment and personnel.

The Digifort user manager is divided into two parts, Status, where the activity of users on the server
and Users can be monitored, where users can be added, changed and deleted from the system. In
this way, the user will be able to access his profile in any monitoring environment.

NOTE: To facilitate the management of multiple servers, the Administration Client will now reuse
login credentials for all servers. If the login is successful on 1 server, when connecting to another
senver, these same credentials will be used automatically, facilitating the administration process
since it will not be necessary to enter the login credentials for all servers. An exception is if 2-factor
authentication is enabled, then you will need to provide the 2-factor key at each login.

8.1  Administrating users

To access the area of user administration, locate the Users item in the Configuration Menu of
the server to be administrated and give a double-click. The item will be expanded, showing the
Status and Users options, as shown in the picture below:

4 l! Digifort Servers

4 l! local
P # Recording Server
O Alerts and Events

P
4 T Users
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8.1.1 Monitoring user activity

This feature is very important for the security of the server, since logged-in users’ activity is
monitored here. If the user is taking an undue action, he can be disconnected or blocked.

To access this feature, locate the Status item in the Users item in the Configurations Menu
of the server, as shown in the picture below:

4 -glf Digifort Servers
4 -l Local

- 42 Recording Server
.- Alarm Devices
.- @ Alertz and Events
4% Users

g Status

----- r llsers

- 2 Groups

----- %, Global Events

- -fd Scheduled Events
B Screenstyles

----- P [P Filters

----- L\ Configurations

- -f Web Server

----- Licerses

----- i Server Information
..... Logs

Once this is done, the system user activity screen will be opened on the right, as shown in
the picture below:
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- C

@ Digifort - IP Surveillance Systemn - Administration Client

onnected users to Digifort server

i e
o Hset fwmmmnhmmmaemedmﬁewﬁemm real time. Tﬁisscraenpmvi&wmﬁ:rma@m
such as IP, connection type and uptime of connected users.

Details

B s Digifort Servers

» ” local

» ‘ Recording Server

>: O Alerts and Events

y Users

-l st

; Users

ﬁ Groups

a Settings

' Server Information
6 Web Server

>: .? RTSP Server

? Licenses

> Logs

Digifort Mobile Camera Servers

v

IP Type
Administration client

User
4 2dmin 127.0.0.1

© o &0

Disconnect

Administrating the server local {IF: 127.0.0.1 Port: 8500)...

All presently logged-in users of the system are displayed, showing information such as user
name, IP address, server access type, and connection time.

To disconnect a user, select the user and click on the Disconnect button.

8.2 Adding, modifying and excluding users

To access the user administration, locate the Users item in the Configurations Menu of the
senver, as shown in the picture below:

4 !’ Digifort Servers

m local

P ‘ Recording Server
> @ Alerts and Events
‘ Users

Once this is done, the user administration screen will be opened on the right side, as shown in

the picture below:
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8.21

rights individually = 5
items and clicking the right button.

@ Digifort - IP Surveillance System - Administration Client

for eac

user It's

v ﬂ Digifort Servers

v ﬂ local

> ‘ Recording Server
> @ Alerts and Events

ﬂs Groups

LF settings

. Server Information
: e Web Server
) RTSP Server

Licenses

Logs

‘ Digifort Mobile Camera Servers

Name

- admin System administration account

s, Everton

Description

©Q ®© 0

Add

| | Modify | | Delete | | Import | | Export |

Administrating the server local (IP: 127.0.0.1 Port: 8500)...

After clicking on the Add button, the users editing screen will be opened. Let’s start by
inserting the user's data, followed by the rights and, lastly, the client features.

To modify a previously registered user, select it and click on Modify, and alter the data as
explained on the following pages.

To remowe a user, select the desired user and click on the Remove button.

User data
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Userregistation S @)

Cwnership identification | Groups view | Rights View

Account | Rights | Client Features | Policies

User account

User Password Confirm

|Everton

User Description

[ Block account after login attempts with wrong paszword

=¥
F

@

User account options:
[ Account blodked
[ ] User cannot change password

Account expiration
@ Mever
(7 Expires on:
Sunday ; December 28, 2014

Cx ] [oe

The first step is to add a User is inform their primary data, they are:

User: Name of the user. This must be informed at login in any module of the Digifort
System. After being saved it cannot be modified.

Password: The user’s password.

Confirm: Enter the user's password again.

Description of the user: A brief description of the user, for aiding in his identification in

th

e system.

Block user by invalid login: If enabled, the system will block the account of the user
who logs in with the wrong password for more than X attempts that are configurable
User account options:

o The user cannot change the password: With this option marked, the user can
never change his password, leaving this up to the system administrator.

o This user will receive alerts: With this option marked, the user will receive the
configured alerts when some event occurs.

o Account blocked: With this option marked, the user will not be able to authenticate
himself in the system.
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¢ Expiration of the account: In this parameter you can define a date upon which the user
account will expire. If the user account expires, he will not be able to authenticate himself
in the system. To reactivate an expired account, mark the option Newver or change the
expiration to a later one.
o Never: The user account never expires.
o Expires on: The user account expires on the specified date.

Tip
The password can be left blank when registering and the user will be able to register his
password during his first access to the system.

8.2.1.1 Force use of Strong Password

The system allows the obligation of using a strong password by part of the users. A strong
password must contain at least 8 characters and have 3 of the 4 characteristics below:

Contain at least 1 lowercase character
Contain at least 1 uppercase character
Contain at least 1 number
Contain at least 1 symbol

Upon activating the option to force the use of strong password, new users can only be registered
with a strong password. The system also allows you to force the change of a weak password (if the
user is currently using a weak password) the next time the user logs in through the Surweillance
Client or the AdministrationClient.

The use of a strong password applies only to native users of the system and not to LDAP/Active
Directory users, where the strong password requirement must be applied directly at the domain
controller.

Security

Force the use of strong passwords for users

Force user to change weak passward at next login

The password must contain 8 or mare characters and 3 of the
| 4 characteristics below:
- - Have at least 1 uppercase letter

- Have at least 1 lowercase letter

- Have at least 1 number

- Have at least 1 symbaol
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8.2.1.1.1 Weak Passw ord Alert

Digifort will issue a weak password alert when the user accesses the server through the
Administration Client using a password that does not fulfill minimum security lewels.

Attention ot

Your user password is too weak and should be changed for
! system security.

The password must contain 8 or more characters and 3 of the
4 characteristics below:

- Have at least 1 uppercase letter

- Have at least 1 lowercase letter

- Have at least 1 number

- Have at least 1 symbol

8.2.1.2 2-Factor Authentication

For added security, the system allows the use of 2-factor authentication using TOTP (Time-based One-
Time Password algorithm).

The user can use any 2FA application compatible with this algorithm (e.g., Google Authenticator).
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Memo Groups view Rights View

Account Biopass Rights

User account

Client Policies Ownership identification

User Password Confirm
eric ‘ ‘ |
User Description
OTP (One-Time Password) u
Secret
[TROCGPFIBY27ZNDSRYIU |

Account Expiration
@ MNewver
O Expires in:

Authentication
Method
Username and password

OTP {One-Time Password)

8.2.2 Userrights

Scan the QRCode in your two-factor authentication
application or enter the provided security key

Insert Token n

Authentication Token
Provide 2-factor authentication token

Server:
Local

Token

After completing the user primary data, user access rights must be configured. By default
rights are configured for a sunweillance user profile, that is, it can only perform live
suneillance operations and video playback in the system.
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? Lser Rights

Playback and Yideo Search >

|%'| Exporting of Stored Videos

m

Live audio

[¥]5ave / Delete audio output device groups

Surveillance views

|| Save [ Delete private surveillance views
= e 4 5
|| Save [ Delete public surveillance views

Cameras of the System

[ recording Server Status
[J Cameras setlings
[ allow the creation of presets (Surveilance)

System Users

[ User Activity in the Server

Default | I Select Al | I Clear all |

| ok || canca |

8.2.2.1 Video Search and Playback

e Export stored videos: Allows the user to export videos previously recorded for backup, or to
view them on another workstation. To learn how to export videos, check the Sunillance Client
manual.

e Advanced search: Allows the user to perform advanced searches in stored videos. Advanced
Search helps searching for incidents on a scene. To learn about Advanced Search, check the
Sunweillance Client manual.

8.2.2.2 Surveillance Views

e Save / Delete private surveillance views: Allows the user to sawe or delete the surweillance views
regarding their account.

e Save / Delete public surveillance views: Allows the user to sawe or delete the surweillance views
regarding all users connected to the Digifort server.

8.2.2.3 System Cameras

e Recording Server Status: Allows the user to check the overall system status and the
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8.2.2.4

8.2.2.5

8.2.2.6

8.2.2.7

8.2.2.8

individual status of each camera, obtaining information such as disk space used, received
frames per second, uptime, etc. See more at Recording Senver.

¢ Camera Configuration: Allows the user to configure the cameras to be managed by the
system.

¢ Allow blocking of PTZ controls: Allows the user to block the camera movement by
priority.

¢ Allow the creation of presets (Surveillance): Allows the user to save presets via
surweillance client.

¢ Allow the control of privacy mode: Allows the user to activate the privacy mode of a
camera, if configured.

Alarm Devices

e Alarm Devices Settings: Allows the user to access the alarm devices settings. See
more at Alarm Devices..

¢ Alarm Devices Status: Allows the user to access the monitoring of alarm devices
status.

Alarms

e Activate alarm output scripts: Allows the operator to trigger the alarm outputs. See
more at Alarm Devices..

System Users

e Users' activities on the server: Allows the user to monitor users' activity on the server.
To learn how to use this feature, check Monitoring users' activities
o Users' Registration: Allows the user to access the users' directory.

Alerts and Events

¢ Alert contacts registration: Allows the user to access the alert contacts registration.
The contacts must be registered to receive notifications about anomalies in the system or
occurrence of incidents. See more at Alerts and Events..

o Alert logs view: Allows the user to view the alert logs.

¢ Allow manual events activation: Allows the user to activate the manual events such as
a siren through Digifort.

Server

e Server Configuration: Allows the user to change the system global settings, such as
limit of connections to the server, disk recording limits, etc.

e Server monitoring: Allows the user to monitor the displayed information about the
sener. See more at Senver Information..

e Server logs view: Allows the user to access the sener logs configuration. See more at

System Logs..
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8.2.3 Surveillance Client Features

The configuration of the Surweillance Client Features is very important for the security of a
site. This feature provides tools that affect the person who monitors the cameras, causing
other factors to interfere with the operator's attention.

To access these tools, click on the Client Features tab.

¢ Allow the user to enable Local Recording: To learn about local recording, see the
Sunweillance Client manual.

¢ Allow the user to use screenshots: Permission for the user to use the screenshot
feature from Digifort.

o Disable the Surveillance Client's settings button: Prevents the user from accessing
the Sunweillance Client's settings. To learn about the Sunillance Client's settings, see
the Sunweillance Client manual.

e Force full screen: Forces the user to use Digifort in full screen.

¢ Hide system operation controls: This option will cause the Sunillance Client to run in
"full screen" mode, in other words, the camera-viewing matrix will be expanded and the
user will not have access to any operation control, being restricted to the camera-viewing
screen.

e Disable context menus: This option will disable the use of accessible menus through
the right mouse button, further blocking the operator access to the system.

¢ Disable Print-Screen: Disables the print-screen key.

e Do not allow the user to close the Surveillance Client: Prevents the user from
closing the Surweillance Client.

e Do not allow the user to minimize the Surveillance Client: Prevents the user from
minimizing the Surwillance Client, maintaining it locked to the system.

e Lock Workstation: Locks the user's workstation, not allowing the use of shortcuts, such
as CTRL + ALT + DEL, ALT + TAB, and any other command that can close the
Sunweillance Client.

¢ Automatically change client language per user: The clients (Administration,
Surweillance and Web) language can be dynamically changed for each user logged into
the system, overwriting the computer's language option. Click on the option Charge
default system language and then select the desired language for the user in the box.

8.24 Groups Inquiry

Allows viewing of the groups in which the user is registered.

© 2002 - 2020 by Digifort, all rights reserved



User administration 135

[ |
& User groups view
=y

Groups

-
&
S, admin

8.2.5 Rights Inquiry

This screen allows viewing of the rights given to the user, such as, for example, the right
to view and playback cameras and maps.

3
, User rights view

Lser Right Type
[Camera video playback -

Ohijects
P77
LIl

This screen offers the following functions:
e Type of right: List of the types of rights given to the user.
e Objects: List of the objects related to the given right

8.2.6 User general observations field

This is a free text field and it can be used to store any information relevant to the user.

The field can also be displayed in the users list through extended columns and exported
together with the users list export..
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User registration n

Account Biopass Rights Client Policies Ownership identification
Memao Groups view Rights View

General Memo

Carl

8.3 User administration functions

The Digifort’s User Administrator offers rapid access to the most common user configurations. In the
user register, select the desired user and click on the right button. A menu will be opened, as shown
in the picture below:
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Users Options

=

MName Drescription
e admin System administration account
JU—

Reset Password
ey

Lagin Schedules
Legin IPs

Lagin options

Block Account
Unblock Account

Account Type
Expiration of Account

Rights
Grant rights
Deny rights

Client Features
Policies

Web Customization
Watermark

Groups View

Rights Wiew

8.3.1 Reset password
Resets the password of the selected user, leaving it blank. For security reasons, this option
will be available selecting one user at a time.

8.3.2 Login schedule

Opens the user login scheduling settings. This setting allows you to define from what time the
user can authenticate in the system. To learn how to use this feature see login times

8.3.3 Login options

Opens account lockout settings after a certain number of failed attempts.
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8.3.4 Block account

Blocks the account of selected users, making them unable to authenticate in the system. com
que eles nao consigam autenticagédo no sistema.

8.3.5 Unblock account

Unblocks the account of selected users, making them able to use the system again.

8.3.6 Account expiration

Defines an expiration date for the accounts of the selected users. After the expiration date, the
user can no longer authenticate himself in the system..

8.3.7 Rights

Opens the user rights screen. To learn about user rights, see Login hours

8.3.8 Giverights

Opens the user rights screen giving the selected rights. If no right is selected, but some user
has it, the rights defined here will be added. somados.

8.3.9 Denyrights

Opens the user rights screen denying the selected rights.

8.3.10 Features

Opens the features screen of the Surweillance Client. To learn about this feature, see
Surweillance Client Features.

8.3.11 Policies

Opens the Policies screen. To learn about this feature, see Policies.

8.4 Adding, altering and excluding Groups

To access the group management feature, locate Groups in User in the server's Configurations
menu as shown in the picture below:
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B ‘ Recording Server
[> -@ Alerts and Events
J Users

The ‘Groups’ option was created to facilitate user management within the system.

Once this is done, the Groups management screen will open on the right as illustrated in the
picture below:

6 Digifort - IP Surveillance System - Administration Client — O x

v ! Digifort Servers Name . Description
o ﬂ local ﬁAdministraturs
) ‘ Recording Server
> G) Alerts and Events
\_l ¥ Users

) ﬁ Setﬁngs

' Server Information

] e Web Server

> .} RTSP Server

~? Licenses

Logs

‘ Digifort Mobile Camera Servers

:5; 0 | Add | | Modify | | Delete | | Import | | Export

Administrating the server local (IP: 127.0.0.1 Port: 8500)...

By clicking on the Add button, the group edition screen will open up. Let’s start by introducing
a group, moving on to the entitlements and then the features.

To change an already registered user, select it and click on Change and then change the data
as explained throughout the manual.
To remowve a user, select the user you wish to remove and click on the Remove button.
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Add group @

Group | Rights | Client Features | FTZ | Rights view |

ta User Groups Manager

Group

Administration

Group Description

I Login Times ] I Login IPs

Group Users

E, everton
E, John

Add | | Delete |

When adding a group, the first step is to indicate its main data, i.e.:

e Group: Username, which must be indicated when logging in to any module of the Digifort
System. Once sawed it cannot be altered.

Group description: A brief description of the user to help identify him in the system.

Login times: To learn about this feature refer to Login Times

Login IPs: To learn about this feature refer to Login IPs

Group Users: List of users in the group. To add a user to the group, simply click on Add and
a window will open so that you may select the user to be added as shown in the picture. To
remove a user, simply select it from the list and click on the Remove button.
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Select the chjects |é| |

COhjects

Select the objects

&

Available Obhjects

£ Jhonatan
& Livio

% Marcio

. Paul

o Suparte

r Wemersan

el Talie

[ Ok ] I Canicel

8.41 Group rights

After filling in the main user data, the access rights must be configured. As default, the
rights are configured for a surweillance user profile, that is, the user will only be able to carry
out the system operations of live suneillance and video playback.

As configuragdes de direitos para o grupo € igual a configuragéo de direitos de usuario.

8.4.2 Surveillance Client Features

The configuration of the features of the Sunweillance Client is very important for the security
of a site. This feature offers tools that affect the person who monitors the cameras, causing
other factors to impair the attention of the operator.

The configuration of the Resources of the Surveillance Client for the group is the same as
the configuration of the Resources of the Suneillance Client of the user. To learn how to
configure the Resources of the Suneillance Client of the group see Sunwillance Client
Features.
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8.4.3 Rights Inquiry

This screen allows the viewing of the rights given to the group, such as, for examplo, the
right of viewing and playback of cameras and maps.

The configuration of the Rights Inquiry for the group is the same as the configuration of the
Rights Inquiry of the user. To learn how to configure the Rights Inquiry of the group see
Rights Inquiry
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9 Configurations

9.1 Global Configurations

Esta area do sistema é reservada para o ajuste das configuragdes globais do senvidor.

As configuragdes globais sdo parametros que depois de configurados afetardo todo o funcionamento
do sistema.

9.1.1 General Configurations

To access this area, click on the Configurations item in the Configurations Menu, as illustrated
in the figure below:

4 !! Digifort Servers

: l! local
_- # Recording Server
> O Alerts and Events

o D
D . Users

Once this is done, the general system configurations screen opens on the right, as illustrated in
the figure below:

General Recordings Master / Slave Multicast Backup Database SMTP settings Disk Limits  Network Units  SNMP  Google Maps

Company name

[ send periodic e-mail with server report

170

TCP port for server communication:
[ss00

[ secure communication via SSL

8400

Save settings

e Company name: The company name is used when you export a video in order to facilitate the
sunweillance client operation.
¢ Send periodic e-mail with server report: Sends e-mail with a server report periodically to

the specified alert group in the specified time interval. This report contains information such as
user accesses to the system and recording status.
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e TCP communication port with the server: Communication port by which the Surwillance
Client and the Administration Client will communicate with the server. After modifying this
configuration, it's necessary to modify the communication port of the server register of the
Administration Client and the Sunweillance Client. To learn how to carry out this configuration
in the Surweillance Client, see How to configure the servers to be administrated. To learn how
to modify the port in the Sunweillance Client, consult its manual..

e Secure communication via SSL: Communication port where the Monitoring Client and the
Administration Client will communicate with the server via SSL.

After adjusting the configurations, click on the Save Configurations button so that no
modification is lost.

9.1.2 Recordings

On this tab, you can configure some advanced options related to image recording.

General Recordings  master / Slave Multicast Backup Database SMTP settings  Disk Limits  Metwork Units SMMP  Google Maps

Percentage of free space that the system must maintain when performing the recordings

[JManage used disk space by deactivated cameras

[Juse files cache for quick server startup

Recording Encryption

[J Activate Recording Encryption

AES 128 bit

Recording Protection

Storage Directory of Protected Recordings

Save Settings

¢ Percentage of free space that the system must maintain when performing recordings: Enter
here the percentage of disk space you want to reserve for other applications external to Digifort. For
example, in case an 80GB hard drive is used, with a free disk space percentage of 2%, 16GB would
not be used by Digifort for recordings, being directed to other software, such as the operating system.
This limit is also applied to "Disk Limits". To learn how to create a disk limit, see ‘Disk Limits’.

¢ Use file cache for quick server startup: In systems where the number of days of recording is very
high, the act of restarting the Digifort service can take a long time: 30, 40 60 min. This option makes
Digifort able to start up much faster keeping a map of the recordings used previously before the
system stopped. It is not recommended to use this option if you have problems with power failures on
your sener, as this can corrupt the recordings on the system.
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After adjusting the settings, click on the Save Settings button so that no change is lost.

Apds o ajuste nas configuragdes clique sobre o botdo Salvar Configuragdes para que nenhuma
alteragao ser perdida.

Important

The percentage of free disk space reserves a disk space for applications external to Digifort. By
default, it is set to 2%. If there is a lot of disk space available for recordings, this percentage
may be too high.

NOTE: The recording system has the option of managing the disk space used by deactivated cameras.
Previously, if the camera was deactivated, its recordings were not deleted during recording recycling.
With this option activated, all deactivated cameras will also enter recording recycling and their
recordings will be deleted according to the set time. This option is important for Failover servers (where
cameras are usually always deactivated) and compliance with protection laws for GDPR and LGPD data,
which define themaximum retention period for images.

General Recordings Master / Slave Multicast Backup Database SMTP settings Disk Limits ¢ *

Percentage of free space that the system must maintain when performing the recordings

[ ] 5%

| [Imanage used disk space by deactivated cameras I

DUse files cache for quick server startup

9.1.3 Multicast

Essa opc¢éao permite que o senidor Digifort envie os videos aos Clientes de Monitoramento via
comunicagao Multicast.

Multicast € a entrega de informagao para multiplos destinatarios simultaneamente usando a
estratégia mais eficiente onde as mensagens s6 passam por um link uma unica vez e somente séo
duplicadas quando o link para os destinatarios se divide em duas diregdes.

No caso do Digifort, € apenas recomendado o uso de Multicast na seguinte situagéo: Varios
clientes de monitoramento que monitoram as mesmas cameras na tela. Caso contrario pode haver
um alto indice de trafego de informagdo causando problemas na rede.lado

Segue abaixo a tela de configuragao das opg¢des multicast:
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General Recordings Master / Slave Multicast Backup Database SMTP settings  Disk Limits

Activate media distribution by Multicast

Multicast address

Metwark Lnit:

|225.5.1n.1

Multicast TTL

| 1

Source network

[JUse Encryption {SRTP)
[]Force the usage of Multicast

Save settings

Essa tela possui as seguintes configuragdes:

Ativar a distribuicao de video via Multicast (Activate media distribution by Multicast):
Habilita o envio de fluxo de video via multicast..

Endereco do Multicast (Multicast address): Considerando a arquitetura IPv4 de nomenclatura
IP e as melhores praticas, é conhecido que o range de IP reservado para a pratica do multicast

é: 224.0.0.0 até 239.255.255.255. Por esse motivo, como padrao o Digifort adotou o IP 255.5.10.1
que pode ser modificado a qualquer momento.

Multicast TTL: Permite mudar o TTL do pacote multicast. Configuragao necessarias para
algumas marcas de switchs.

Rede de origem: Selecione a rede de origem para a transmissao do multicast.

Forcar o uso do Multicast (Force the usage of multicast): Quanto a opgéo Multicast é
habilitada, ndo necessariamente o cliente de Monitoramento Digifort ira utiliza-la, pois existe uma
opgéo por parte do cliente de monitoramento que permite a escolha do Multicast ou Unicast (Veja
o manual do cliente de monitoramento). Quando a op¢&o Forgar o uso do Multicast é ativada, o
Senidor Digifort ignora as configuragdes do cliente de Monitoramento e dessa maneira eles
usardo o envio de imagens via Multicast.

Usar Criptografia SRTP: Quando o Cliente de Monitoramento conectar no senidor utilizando
SSL/TLS, a transmissao de midia por multicast para o client (Caso esteja configurado para
transmissao de video em multicast) também sera criptografada utilizando o protocolo SRTP.
Salvar configuragoes (Save Configurations): Salva as configuragbes desejadas.

S s J | = 'q pH——
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This option allows the Digifort server to send the videos to the Monitoring Clients via Multicast
communication.

Multicast delivers information to several end receivers at the same time using the most efficient
strategy where messages only go through a link once and are only duplicated when the link to the
end receiver is split in two directions.

In the case of Digifort, the Multicast is only recommended in the following situation: Several
monitoring clients monitoring the same cameras on screen. Otherwise there may be increased
movement of information causing problems to the network.

The configuration screen of the multicast options is shown below:

[7] activate media distribution by Multicast

B
P
o

]

]

Force the usage of Multicast

| Save settings

This screen has the following settings:

e Activate media distribution via Multicast: Enables the sending of video stream via Multicast.

e Multicast address: Considering the IPv4 architecture of IP nomenclature, as well as best practices, it
is known that the reserved IP range for multicast is: 224.0.0.0 to 239.255.255.255. For this reason,
Digifort adopted IP 255.5.10.1 as default, which can be modified at any time.

e Multicast TTL: It allows you to change the TTL of the multicast packet. Required settings for some
brands of switches.

e Source network: It selects the source network for multicast transmission.

¢ Force the usage of Multicast: When the Multicast option is enabled, the Surweillance Client will not
necessarily use it, as there is an option on the Surweillance Client to allow the choice of Multicast or
Unicast (see the Sunweillance Client manual). When the Force the usage of Multicast option is
activated, the Digifort server ignores the Surnweillance Client’s settings and images will be sent via
Multicast.

e Use SRTP Encryption: When the Sunweillance Client connects to the server using SSL/TLS, media
transmission to the client via multicast (in case it is configured for video transmission in multicast) will
also be encrypted using the SRTP protocol.

e Save Settings: It saves the desired settings.

9.14 Backup

Backup options in this tab are related to Digifort database.
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General Recordings Multicast Backup Database SMTP settings  Disk Limits  Network Units  Google Maps

[+] Activate the backup of system configurations
[ activate the backup of database
Backup directory

Delete backup files older than X days
F :

Save settings

Manual backup

Backup of system settings

Start database backup

This screen has the following features:

o Activate the backup of system configurations: Select to enable the automatic backup of log
files containing the settings of system registers Digifort.

e Active the backup of database: Click to activate the automatic backup of the database that
contains the analytical events Digifort events of LPR, General events, logs, etc.

e Backup directory: Choose the directory where the backup files will be stored.

e Delete backup files older than X days: Configure the number of days on which the backup files
are kept in the chosen directory.

e Save configurations: Sawes the settings you choose.

Manual backup

o Start database backup: Clicking this option the Digifort backs of the log files in the directory
selected in the option Digifort abowe.

o Start database backup: Clicking this option the Digifort will backup database files in the
directory selected in the option abowe.

9.1.4.1 Restoring backups of Digifort

To restore system settings, settings made in the registers and, just run the file Digifort of record you
want with the senice "Digifort Server stopped.

To restore the database, replace in the installation folder on the server DIGIFORTDB "file.FDB "by
the desired file with the same name and with the senices "Digifort Database Server " and "
Digifort Server"stopped.

To learn about senices see chapter How to run Digifort Senices Manager
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9.1.5 Database

The Digifort has a database to store different types of records as: analytical event logs, event logs,
system logs and LPR.

The configuration screen of the database allows the user to start a maintenance in order to enhance
the performance of access to data by Digifort. Click Start to start the database maintenance
process.

It is also possible to set up a database maintenance schedule, so that the task is automated.

General Recordings Master / Slave Multicast Backup Database SMTP settings Disk Limits  Metwork Units |4 ¥
Recompute Indexes

The task of recomputing indexes should be performed periodically to improve database performance.

Progress (Stopped)

Start Stop
Last Run Date: 1/20/2020 3:25:25 PM
Furge Old Search Filters

0Old =earch filters are records of deleted system objects that appear as a filtering option in search screens.

Frogress (Stopped)

Start Stop
Last Run Date: 1/20/2020 3:25:22 PM

Automatic Maintenance Scheduling
] recompute Indexes
[ Purae 0ld Search Filters

Scheduling
Weekly v

[ Manday

| Tuesday

|L] Wednesday

| Thursday
Friday

|1 saturday

|' Sunday

| Save Settings

* The scheduled tasks will run before the database backup
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9.1.6 STMP Configurations

The STMP configurations are used by Digifort t send notification e-mail to users. The actions for
sending e-mail could be failures in communication with the cameras, for example, and must be
previously configured by the administrator.

To access this feature, click on the STMP Configurations tab, as shown in the picture below:

SMTP Server:

| |5 |25 ‘|
Name for HELO:

|Digifort |

[IMy server reguires authentication by user and password

Use S5L authentication

From:

|myemai|@myserver.c0m| |

E-mail customization

Logo (55x55) Title

|Digifar‘t - IP Surveillance System |
A -
4

Test E-mail Group:
Alert Group w Send Test e-mail

Save settings

e STMP Server SMTP: Address of the SMTP server to be used for the sending of e-mail. This
parameter can be an IP, if there is an STMP server in your company, for example, or a DNS if
third-party STMP servers are used.

¢ My server needs authentication by user and password: If your SMTP server needs a
user and password for authentication for sending of e-mail, mark this option. When this option
is marked, the User and Password fields will be activated and must be filled in.

o User: User for authentication in the sending of e-mail messages.

o Password: Password for authentication in the sending of e-mail messages.

o Use SSL authentication : With SSL, authentication is performed by an exchange of
certificates. These certificates are used to authenticate on some servers to increase the
level of security.

¢ From: Sender's e-mail address. In this field, enter the e-mail address of the system
administrator, for example.

¢ E-mail customization: Allows customization of the logo and name of the company when
sending e-mails of events. Simply choose the desired logo image and change the title next to
it.

¢ Group for test e-mail: Select an alert group for the sending of a test e-mail message for the
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specified configurations. This alert group must have been previously configured. To learn how

to do this configuration see How to configure the contact groups
e Save Configurations button: Saves the configurations. If not pressed, no configurations will

be saved after leaving this screen.

9.1.7 Disk Limits

In this area of the system you can define disk limits in all of your units, if you wish to maintain a
cushion of free disk space.

To access this feature, click on the Disk Limits tab in the Configurations item of the
Configurations Menu, as shown in the picture below:

! General | Multic:asE__I Backup | Database I__.__‘T:MTP settings | Disk Limits !_I}I_e_.Eu}r_c_rr_k__Units!

Disle Unit Recording Limit
Bom 149,898 MB

To add a disk limit, click on the Add button.
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Global Disk Limit (=]

Global Disk Limit

g Configurations of Global Disk Limit

With the global disk limit configurations you can restrict the use
of HD for the recording of cameras configured to record with limit
of recording by hours or days.

Select the disk to impose a Recording Limit
|8 c: [) (238.464M8) =

Supp_ly a RECDFdiI_‘lg Limit {In MB)
]
5000 =

o ] [ oo

Select the desired disk unit and enter the number of megabytes of limit that you wish to
impose.
At the end of the configuration, click on the OK button.

To remowe a disk limit, select it and click on the Remove button.

9.1.8 Network Units

Digifort Explorer makes it possible to carry out recording of cameras not only in local disks. It's
also possible to define network units in which Digifort can record the images from cameras.

Digifort’s mapping of network units is different from that of Windows, and must, therefore, be
defined by Digifort itself.

To access this feature, click on the Network Units tab, as shown in the picture below::
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9.1.8.1

@ Digifort - IP Surveillance System - Administration Client

rs netwol order for this
configured for execution in an account with a
consult the user manual.

server
urpose

R m Digifort Servers General Multicast Backup Datsbase SMTP settings Disk Limits Network Units
v m local
> ‘ Recording Server Unit Mapped Mapped in

> @ Alerts and Events

B J Users
v «u- Settings

' Ser\;'er }nformaﬁon
e Web Server

) RTSP server

-? Licenses

> -- Logs

‘ Digifort Mobile Camera Servers

o @. % 0 Add || Modify || Delete | T

Administrating the server local (IP: 127.0.0.1 Port: 8500)...

To add a new network unit, click on Add. To modify or exclude a network unit, select it and
click on the corresponding button.

How to add a network unit

After clicking on Add, as explained in the previous topic, the following screen will be
displayed:
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Mapping of Metwork Units @

Metwaork Unit

:ls Metwark Unit Configurations

Drrive Unit (Ex: F:)

K

Arccess Path
41152,

Lser for Authentication
everton

Password for Authentication

o ] (o

Unit letter: Specify the identification letter of the unit to be mapped.

Access path: Specify the complete folder path of the unit to be mapped.

User for authentication: User of the Windows network who has access to the folder.
Password for authentication: Password of the Windows network who has access to
the folder.
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9.2

Server health monitoring event

The system allows the configuration of server health monitoring events. With these events, you can
monitor the usage of CPU and System Memory, and trigger events in case of abnormality.

CPU monitoring will monitor the server’'s global CPU (and not only the system’s server process).

You can configure a usage limit and a time limit, whereby, if the global CPU usage remains above the
set limit by the specified time, the event will then be generated. A condition restoration event (below the
limit) can usually be triggered when CPU usage returns below the limit.

RAM monitoring will only monitor memory usage by the system’s server process (server.exe).

You can configure a memory usage limit by the server, whereby, if the usage remains above the
configured limit, the event will then be generated. A normal condition restoration event (below the limit)
can be triggered when CPU usage returns below the limit.

)
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10

Server Information

In this area of the system you will be able to accompany the performance of the sener, receiving

data such as processor and memory utilization, network traffic, etc.

To access this feature, click on the Server Information item in the Configurations Menu, as shown

in the picture below:

Once this is done, a window will be opened on the right side with server information, as shown in the

picture below:

4 !_‘ Digifort Servers
4 !! local
. # Recording Server
5 O Alerts and Events
b P
P4 Users

Settings

! Server Information
e Weh Server

. ﬁ'“ RTSP Server

------ f Licenses

~|&i| Logs
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@ Digifort - IP Surveillance System - Administration Client

nform___at_ipn about the Server

v m Digifort Servers Information Digk Usage Server Monitoring
v
n L Server Version: 7.2.0.0
> ‘ Recording Server

: Version Release Date: 8/16/2016
» @ Alerts and Events

Release Type: Beta 2

)2 Users Platform: Windows
> ﬂ Settings Active Time: 3 Hour(s), 24 Minute(s) and 31 Second(s)
Server Information
; e Widhiass Global Processor Utilization: 27%
.? RTSP Server Memory Utilization by Server: 36 MB
iy Global Memory Utilization: 7027 MB
‘? Licenses :
: Opened Connections: 1 Connection(s)
> @ Logs

Logged-in Clients: 1 Client(s)
Input Traffic: 1.61 kbits/s
Output Traffic: 7.54 kbits/s

----- ‘ Digifort Mobile Camera Servers

Database connection status: Database loaded successfully
Backup status: Stopped
Progress:

O ®© 0

Administrating the server local {IP: 127.0.0.1 Port: 8500)...

10.1 Disk Usage

The server disk usage tab generates a chart for each drive managed by the server and a general
chart (Total):

Total Unit D Unit E

8518%

141,054 MB - Recordi

126271 MB-R
© ME-Freedisk space

12,782 MEB -Recordngs

[ ] [ ] [ ]
B 1.136.507 ME - Free disk space {Allocaiad) u (Plocat) B 1.265.179 ME - Free disk space {
B 447.213 MB-Used disk space by other fles W 5315 MB-Useddisk space by other fis E]
] u =

(Alocat)
438,898 ME - Used disk space by other fis

325,052 ME-Fres gk space (Not allocaied 190,728 ME-Fres disk space (Not shocad)

16,040 MB-Fres sk space (Not alocaisd)

The dark blue color on the chart represents the percentage of recordings occupied on a disk.

© 2002 - 2020 by Digifort, all rights reserved




160 Administration Client - Version 7.3.0.0

The yellow color represents the percentage of free disk space.
The orange color represents the percentage of space used by other files non-related to image

recording.
The light blue color represents the percentage of unallocated disk space for recordings by Digifort. This

space can be changed; see chapter: General Settings.

In the example abowe, the first chart is the sum of the other two drives used by Digifort (drive D and
drive E);

10.2 Monitoring by graphics

Digifort offers an interesting feature that makes it possible to monitor the resources used by
the server in real time by way of graphics updated every second. To access this
configuration, click on the Monitoring tab, as shown in the picture below:

@ Digifort - IP Surveillance System - Administration Client

This screen supplies real time information about yvour server by way of historical graphics, such as processor
usage, memory, bandwidth, etc.

w " Digifort Servers Information Disk Usage Server Monitoring
v !@ local

. @ Recording Server

> O Alerts and Events

: _2 Users

4 m Settings
; ‘ Server Information
g Web Server
& RTSP Server
? Licenses

Logs
=
ﬁ Digifort Mobile Camera Servers

Input Traffic (1.83 kb 0. Output Tra

) (%)

Administrating the server local (IP: 127.0.0.1 Port: 8600)...
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11

1.1

Web Server

Digifort is equipped with a Web senver, by means of which, users can visualize cameras and play
videos back locally or via Internet with the use of an Internet navigator.

It's important to point out that, for access to the Digifort Server via Internet, it's necessary to
configure your router with the purpose of redirecting the server connection by way of an Internet IP
and a port.

To carry out the connection via Internet, Digifort requires two communication ports, the port 8600
and another configurable port.

How to access the configurations of the Web Server

To access the configurations of the Web Senwer, click on the item Web Server, and click on
Configurations, located in the Configurations Menu, as shown in the picture below:

Once this is done, the configurations of the Web Server will be displayed at right, as shown
in the picture below:

[¥] Activate web server
[¥] Activate HTTP (No encryption)

Server port:
7001

a3

[[] Activate HTTPS (SSL)

03

Save settings ]

o Activate the Web server: Activates the Web server Web allowing users to connect to the
server by way on an Internet navigator.

e Server port: The port used for access to the server. This port can be modified and must be
configured in your router for external access. Digifort uses a different one internally, because
the port 8600

e Enable HTTPS (SSL): Enable HTTPS support on the web server.

e Server Port: Configure the access port via HTTPS.
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12 Servidor RTSP

The RTSP server can be used to provide media to any player that supports RTSP, and can also be
used to send media to broadcast senrers like Wowza and make third party systems integrations
with Digifort.

To illustrate, let's take the case of a client who wants to provide the image of a Digifort camera on
his web site. In that case, he could use the API website and request a stream or a snapshot in
MJPEG. However, if this site had a large volume of access, MJPEG could become unfeasible
because of its size. The RTSP server generates flow of the following formats:

¢ Video formats supported: H.264, MPEG-4 and Motion JPEG
¢ Audio formats supported: PCM, G.711, G.726 and AAC

Then to add the image to a site just add a player that can receive a stream in RTSP with the
following command line:

Syntax: rtsp://<server_address>:<rtsp port>/Interface/Cameras/Media?Camera=<name of the
camera registered on digifort>

The command will bring up the recording profile image. You can choose the profile by adding the
following command:

Syntax: rtsp://<server_address>:<rtsp port>/Interface/Cameras/Media?Camera=<name of the
camera registered on digifort>&Profile=<profile name>

12.1 Status

To access the settings for the RTSP Server, expand the Web Sener item, and click on Settings,
located in the Settings Menu, as shown in the figure below:
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4 E;ﬁ Digifort Servers
4 !g local
_- ﬁ Recording Server
i Alarm Devices
b O Alertz and Events
: J sers
----- -== Screenstyles
@ vers
fi Analytics
& License Plate Recognition
b g- Settings
_ g Server Information
------ _ Web Server

4 8y nTsp server

That done, these Status settings will be displayed on the right, as illustrated in the figure below:

£ The overall status of the server RTSP provides summary information on its operation <
v !5 Digifort. General  Connections
v YR Server active: Yes

~gllh Recording Server
+(7) werts and Events

Port: 554
RTSPS: Yes

42 users RTSPS Port: 322
BB screenstyles Connections: 0

v -4} settings Authenticated connections: 0
1B system Traffic: 0 bits/s

@ Server Events
- server nformation
-8 web Server
~ &) TSP Server
o sews
£} Settings
P Licenses
Logs

TN T
This screen provides the following information:

e Active server: Indicates if the RTSP server is active.

Port: Indicates the port on which the server is running.

Connections: Indicates the number of connections to the RTSP senrver.

Authenticated connections: Indicates the number of authenticated connections to the RTSP
senver.

Traffic: Displays the bandwidth used in real time.
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12.2 Configurations

[ Activate RTSP server
Server Port:
|554 =

[] Limit connection time

200 “
300 =

| Save settings

The settings screen of the RTSP server allows the following settings:

e Enable the Web server: Enables Web server allowing users to connect to the server via a web
browser.

e Server port: Port used to access the server. This port can be changed and must be configured
on your router for external access. Digifort internally uses another because the 8600 serves the
communication of the server with the clients.

e RTSP port: Port used to access the server via RTSPS, if activated.

e Limit connection time: Option to configure a time limit in which each connection can remain
open.
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13 System Logs

The logs are very important tools for an environment that involves a security system such as Digifort,
as it is in these logs that all events are registered, as well as user actions that occur in the system.

This chapter of the manual will cover the system logs, that is, those in which server events are
registered, as opposed to the logs of alerts and events, where events related to external devices are

registered. To better understand what alert and event logs are, see How to access the Alerts and
Events

13.1 How to access the system logs

To access the system logs, click on the Logs item, located in the Configurations Menu, as
shown in the picture below:

) RTSP Server

Licenses

.| 20| Events log

L —

Once this is done, the configuration of logs will be displayed on the right, as shown in the
picture below:
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This screen you will be able to configure the functioning mode of the system s global log such as directory of the log file, events that must be
registered, etc.

Legs Configurations :__Lu__gf Vi;l.li_za_t\_u_n_é
[¥] Activate System Logs

Logs Directory
C:\Program Files\Digifort\Digifort Enterprise 6.2% E‘;;

== - -l
[¥] Delete logs more than X days old. X = 7 ILE‘

Log Options

:Jj System Information

[¥] System Errors

|¥] Actions of user in system

|¥| E-Mail sent

[¥] Connections opened with the server

Save Configurations

Activate system logs: Activates the alert and event logs of Digifort.
Log directory: Select the directory in which the alert and event logs will be saved.
Eliminate logs more than X days old: Eliminates the old logs, specified by the
informed number of days.

Options of the event log:

o System information: This log contains information about system functioning like, for
example, the time at which the server was loaded, terminated.

o System errors; This log contains information about system errors such as the incorrect
execution of some system function. This log rarely receives data.

o System user actions: This log contains information about system user actions like, for
example, the visualization of some camera and modification of configurations.

o E-mail sent: This log contains information about the e-mail messages sent by Digifort
like, for example, e-mail messages about failures in recording or communication of
cameras.

o Open connections with the server: This log contains information about the user
connection with the server, showing information such as access time and IP.

e Save Configurations button: Saves the configurations of system logs.
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13.2 How to visualize the event logs

The visualization of logs is an auxiliary tool for the administrator when analyzing a log,
presenting a friendlier and more productive interface compared to a simple text file.

To visualize the event logs, click on the Log visualization tab, as shown in the picture below:

Use this feature to view and system global log. Select the date and type of the event.

Log Date Log Type
04/12/2009 [Er ISystem Information '] [ Visualize Log ]
Description i

€ COD:1001 04/12/2009 - 08:34:41: Servidor de Gravagdo Carregado

€ COD:1007 04/12/2009 - 08:34:43: Servidor de acesso carregado na porta TCP 8600

€ COD:1000 04/12/2009 - 08:34:43: Servidor de Gerenciamento inicializado, Dir: C:\Program Files\Digifort\Digifort Enterprise 6.2

€ COD:1002 04/12/2009 - 08:34:43: Servidor Web Carregado

€ COD:1003 04/12/2009 - 08:34:43: Servidor Digifort Carregadn

X COD:1008 04/12/2009 - 08:36:46: Arquivo de gravacdo c:\gravacdes\axis\[ndices\20091126_44.dix da cdmera Camera 01 apagado. O arquivo liberou..
€ COD:1008 04/12/2009 136:46: Arquivo de gravacdo ci\gravacdies\axis\Dados\20091126_44.dar da cdmera Camera 01 apagado. O arguivo liberou
&P COD:1008 04/12/2009 - 08:36:46: Arquive de gravacdo c:\gravagdes\axis\Indices\20091126_45.dix da cdmera Camera 01 apagado. O arquivo liberol
€ COD:1003 04/12/2009 136:46: Arquivo de gravagdo c:\gravacdes\axis\Dados\20091126_45.dar da cdmera Camera 01 apagado. O arguive liberou
€ COD:1008 04/12/2009 - 08:36:46: Arquive de gravacio ci\gravacies\axis\Indices\20091126_46.dix da cdmera Camera 01 apagado. O arquiveo liberou...
€ CoD:1008 04/12/2009 :36:46: Arquivo de gravacio c:\gravagdes\axis\Dados\20091126_46.dar da cdmera Camera 01 apagado. O arquivo liberou ...
€ COD:1008 04/12/2009 - 08:36:46: Arguive de gravagdo c:\gravagdes\axis\Indices\20091126_47.dix da cAmera Camera 01 apagado. O arguivo liberou...
€ COD:1008 04/12/2009 - 08:36:46: Arquivo de gravagdo c:\gravagies\axis\Dados\20091126_47.dar da cdmera Camera 01 apagado. O arquivo liberou ... —
& COD:1008 04/12/2009 - 08:36:46: Arquivo de gravagdo c:\gravagdes\axis\Indices\20091126_48.dix da cdmera Camera 01 apagado. O arquivo liberoi
€ COD:1008 04/12/2009 - 08:36:46: Arquive de gravacio ci\gravacies\axis\Dados\20091126_48.dar da cimera Camera 01 apagado. O arquivo liberou ...
P COD:1008 04/12/2009 - 08:36:46: Arquive de gravacdo c:\gravagdes\axis\Indices\20091127_01.dix da cdmera Camera 01 apagado. O arguivo liberou...
€ COD:1003 04/12/2009 - 08:36:46: Arquive de gravagdo c:\gravacdes\axis\Dades\20081127_01.dar da cdmera Camera 01 apagado. O arguivo liberou ...
€@ CoD:1008 04/12/2009 - 08:36:46: Arquivo de gravacio c:\gravagdes\axis\Indices\20091127_02.dix da cdmera Camera 01 apagado. O arquivo liberou...
9 COD:1008 04/12/2009 - 08:36:46: Arquivo de gravagdo c:\gravagdes\axis\Dados\20091127_02.dar da cdmera Camera 01 apagado. O arguivo liberou
€ COD:1008 04/12/2009 136:46: Arguive de gravacdo ci\gravacdes\axis\Indices\20091127_03.dix da cdmera Camera 01 apagado. O arquive liberou...
@ COD:1008 04/12/2009 - 08:36:46: Arquivo de gravacio c:\gravagdes\axis\Dados\20091127_03.dar da cdmera Camera 01 apagado. O arquivo liberou ...
€ coD:1008 04/12/2009 136:46: Arquivo de gravacdo ci\gravacdes\axis\Indices\20091127_04.dix da cdmera Camera 01 apagado. O arquivo liberou...
€ COD:1008 04/12/2009 - 08:36:46: Arquive de gravacio ci\gravacies\axis\Dados\20091127_04.dar da cémera Camera 01 apagado. O arquivo liberou ...
& COoD:1008 04/12/2009 136:46: Arquivo de gravacio c:\gravacdes\axis\Indices\20091127_05.dix da cdmera Camera 01 apagado. O arquivo liberol
€ COD:1003 04/12/2009 - 08:36:46: Arquive de gravagdo c:\gravacdes\axis\Dades\20081127_05.dar da cdmera Camera 01 apagado. O arguive liberou ...

€ COD:1008 04/12/2009 - 08:36:46: Arquivo de gravacio c:\gravagies\axis\Indices\20091127_06.dix da cdmera Camera 01 apagado. O arquivo liberou...

€9 COD:1003 04/12/2009 - 08:36:46: Arquive de gravagdo c:\gravagdes\axis\Dados\20091127_06.dar da cdmera Camera 01 apagado. O arquivo liberou ...
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To visualize a log, select the date and type, then click on the Visualize Log button. This way the
list of log registers will be filled.

Upon double-clicking on some log item, a screen will be displayed with details about the
occurrence, as shown in the picture below:
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Log Visualizer |@

Details |

Log Visualizer

Description

Date: 15092009

Time: 08:29:34

Code: 1007

Message: Access Server loaded on TCP port 8539 »
Description:  Tiyis eyent occurs whenever the access serveris

successfully loaded. At this time the TCP partin
which the server was opened is registered.

13.3 How to configure the event logs

The Digifort’s log configuration allows to register several event categories in its
database. Those events can be listed and used to look for a pertinent recording
in the monitoring client.

To access this feature, click on the item Logs, as shown in the picture below:

------ f Licenses

- ijj Logs

£ I

------- E‘:j System log

Once this is done, the screen for configuration of alert and event logs will be
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displayed at the right, as shown in the picture below:

In this screen you will be able to configure the working mode of the alert and event log such as number of days, recording directory and the events
which must be registered.

Logs Configurations | Logs Visualization

[¥] Activate System Logs

Logs Directory
C:\Program Files\Digifort\Digifort Enterprise 6.4 Beta 14\ EEZ
[T Delete logs older than ¥ days. X =
=
(=

30

Events Log Options
[¥] Alarm Inputs
[¥] Communication failure with the Devices
|¥| Recording Failure
[¥] Motion Detection

[#] Manual Events

V| Scheduled Events

[¥] Global Events
[#] Analytics events
[¥] LPR. events

[ Sawve Configurations ]

13.3.1 Activate system logs

Activates Digifort’s alert and event logs.

13.3.2 Delete logs older than X days

Delete the logs in the database that have been in the server for more than X
days.

13.3.3 Eventlog options
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13.3.3.1 Failure in communication with the devices

Logs the failures of communication with the cameras

13.3.3.2 Failure in recording

Logs the failures in recording in disk of images coming from the cameras.
13.3.4 How to visualize the event logs

To learn how to view the event logs refer to the Sunweillance client manual

13.4 Audit

The aim of the Digifort Audit is to record all the occurrences related to the users in the system and

connections to the server.

13.4.1 How to access Audit

To access the Audit screen, click on the item Audit, located in the Configurations menu as
shown in the picture below:

Once this has been done, the Audit configurations will show up on the right as shown below:
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< 1B fert Start date and time Final date and time Category Keyword

v Jf o 08/04r2020 [~ | j0s/oa/2020 B+ | Al vl [ ‘
it Recording Server 00:00:00 23:59:59 Search by exact keyword
() Herts and Events

Date User » Evert Object Obiect name Category Complement
D Users

@ 08/04/2020 19:07:45 admin 127.0.0.1 Login. Server 5 Connections to the sery Administration client
- Saeenstyles

~ L setings
AW spsem
AR server Events
B server information
&8 Wb Server
~ A RTP Server
i stots
¥ settngs
P Lcenses

ogs

[ svstemio
@, Audit

[ Eventsiog

) [}

Administrating the server local (IP: 127.0.0.1 Port: 8600)...

When open, the screen will show all the records on the current date.

13.4.2 Viewing the Logs

The audit system maintains two categories of information in the database: User actions in the
system and Server Connections

The following user actions are recorded by Digifort audit:

Locked and Unlocked: Users or groups.

Reset: User or group passwords.

Added: System settings, such as Equipment, IP filter, screen style, license, users, etc.
Changed: System settings, such as Equipment, IP filter, screen style, license, users, etc.
Deleted: System settings, such as Equipment, IP filter, screen style, license, users, etc.
Created: A recording directory.

Enabled and Disabled: System settings (cameras, analytics, LPR, alarm boards, etc.)
Started: Search by motion and video playback

Granted rights and Denied rights: User viewing or recording

Viewed: Cameras on the system.

Logged: On the administration, surveillance or web client

Media Playback: The start and the end date of user's media playback.

The following Server Connections are recorded by Digifort audit:

e Connected: Displays user connections to the server.
¢ Disconnected: Displays user disconnections from the server.
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Searching the audit system allows the records to be filtered by Date, Category and keywords.
Searching with keyboard will only find records by the fields: user, IP, complement, and the

object's name.
It is possible to select the Search by Exact Word option to speed up the search.
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14 Automatic Client update

With swiftness and speed in mind, Digifort created a new feature that will be available in all the post-
6.4 versions: the automatic update of the Sunweillance and Administration Clients.
The feature will check if the server versions to which the client is trying to connect are the same.

When logging into the system, whether at the Administration Client or the Sunweillance Client, if the
versions are not compatible (for example: 6.4 with 6.5) the following message will appear: Your
client version is incompatible with the server version, as shown in the picture below:

-
Incompatible versions

'.0.' Your client version is incompatible with the server version.
L 7 4

Client Version: 6.4.0,0 ENTERPRISE Beta 13
Server Version: 6.4.0.0 ENTERPRISE Beta 14

\, e S — él

By clicking on OK a dialogue box will open with the following question: Do you wish to download
and install a client version compatible with this server?

Digifort Enterprise - Administration Client ﬂ

b [o you want to download and install a client version compatible with
' this server?

Sm | [ Nao ;i‘

If you click on No the dialogue box closes and nothing happens. If you click on Yes, Digifort
automatically installs the compatible client versions on the computer.

If the Digifort version on your computer is compatible, you will get the following message: A
compatible version is already installed on your computer; do you wish to execute it?
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i | ™

Digifort Client Updater

=% A client version compatible with the server is already installed on your
computer, do you want to run it?

If you click on Yes the client will execute. Otherwise, the client installation will continue:

Digifort Client Updater I ]
Client version: ENTERPRISE 6.4.0 BETA 13

Server version: ENTERPRISE 6.4.0 BETA 14
Status: Installing. ..

Download progress.

Cancel

Continue the installation as normal and at the end click on Finish:
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Completing the InstallAware Wizard for
Digifort Enterprise 7.2.0 Beta 1

You have successfully completed the InstallAware Wizard for Digifort Enterprise 7.2.0
Beta 1.

Finalizing Installation

To dose this wizard, dick Finish,

Cancel

Once installed, the compatible client is ready to connect to the requested server.
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15 Maintaining the Database

We created new software for maintaining the database. Through it you can:

e Make a backup of the database system
¢ Restore a backup of the database system
¢ Repair a corrupted database file

This software is located in the root installation directory of Digifort. Its name is:
DatabaseMaintenance.exe

Open the program as Administrator, and the following screen appears:

Maintenance

)}

i 51

L % & 7
— (=4
Backup Restore Maintenance

Maintenance

; : r

- —

Warning: Once launched, the backup process can not be stopped.
Forcbly stopping the process may resultin data corruption.

Database fle

C:\Program Fies (x86)\Digifort\Digifort Enterprise 6,7\DIGIFORTDE.FDB
Output fie

C:\program Fies (x86) \Digifort\Digifort Enterprize 6. 7\Backup\Backup.ddb

Progress

Start backup J

15.1 Backup

The first option available is the Backup option, in which it is possible to backup the Digifort
database.

181

Use this tool to perform a manual backup of the database. This tool is a redundancy operation, because the backup can be configured to run automatically or manually via the administration client

First select the database where the backup will be made, then choose the name and the directory

where the backup will be and finally click on Start Backup.

The backup of the database is saved in the .ddb format and the current database format is .FDB.

Thus, the only way to restore the backup is by using this same software.

AN
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15.2 Restore

After doing some backup, the only way to restore it is by this software.
To initiate a restore, click on the Restore button displayed in the image below:

£ pd
! e
Restore

The following screen appears:

1 Use this tool to restore a database bakup performed by this software or from automatic and manual backups created by the server
ol
.
Warning: Once launched, the restore process can ot be stopped. Forcbly stopping the process may resultin data corruption. After the restoration, it is necessary to replace the database fil in the installation folder.
Badkup fle
Qutput fle )
Progress
Start restore

e Backup File: Select the file to be restored with .ddp

e Output File: Select the file where the restore will be. Once that is done, replace the file in the root
folder of Digifort with the name: DIGIFORTDB.FDB
o Start Restore: Click to start restoring the database.

15.3 Maintenance

Use this option to check the consistency of the database or fix corrupt database problems.
To perform this function, click on the Restore button shown in the picture below:

foid
i

Maintenance

NOTE: To perform maintenance, stop all Digifort senices.
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The following screen appears:

bz/J Use this toal to check the consistency of 2 database file or repair a corrupted database file
. A 1
N

Attention:

You cannot run these tasks while the database s in use. Before Lsing any of these taols, stop the Server service.

Itis not advisable to use these tools with the original database files, so after stopping the server service, meke a copy of the fil and use these tools with the copy. If the operations are completed successfuly, the original fle wil be replaced
Once the process starts, it can not be stopped. Forcibly stopping the process may resultin data corruption.
Datzbase file

Check consistency

Use this tool to check the consistency of the database

Database consistency: Not checked

Check consistency

Repair datsbase

Use this tool to repair a corrupted database file

Progress

The screen has the following features:
o Database File: Select the file you want to maintain.

e Check the consistency: Click to check if your database is corrupted.
¢ Repair Database: Click if the database is corrupted by the consistency test.
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16 Digifort Mobile Camera

The Digifort Mobile Camera is an application that can be installed on mobile phones and tablets with
IOS (Apple) and Android (Google).

With this application you can turn your phone into a mobile remote camera and transmit a live video to
your Digifort server via wireless or 3g / 4g connectivity, etc.

16.1 Registering the Mobile Camera Server

The first step to be done on the Mobile Camera configuration is to add and configure the server that
will receive the application video streams.

To add a sener click on the Digifort Mobile Camera Servers tree and then on the button Add
Server, which opens the server registration screen, as illustrated in the image below:

% ﬁ Digifort Mobile Camera SEWEE_ |
i Add Mohile Camera Server
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Add Digifort Mobile Camera Server @|

Server |

q Add Digifort Mobile Camera Server

Server Mame

Local

Server IP Port
127.0.0.1 8550 =
Servers

Coc ] [

e Server Name: Type the name of the server to be added. After data confirmation, the server name
cannot be changed.

e Server IP: Enter the IP of the server to be managed.

e Port: Enter the communication port with the server. By default the port is 8650.

e Servers: In this list, all servers in the Mobile Camera that the Administration client can find on the
network are available. Clicking on one of the servers, the IP and Port fields described above are
automatically filled in. You only hawe to fill in the server name field to register.

After informing all data correctly click on OK.
After the server inclusion, it appears in the Configuration Menu as shown in the figure below:

4 ﬁ Digifort Mobile Camera Servers

"y q L.Dﬁi[_-
s

Add Maobile Camera Server
Maodify Pararneters

Delete Server

To change the settings of a server already saved, right-click on the server you want, and then click
on Change parameters. In the window that opens, change the data as required and click on OK.
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To delete a server, right-click on the server you want, and then click on Delete Server. In the

confirmation message that appears click on Yes.

16.2 Configuring the Mobile Camera Server

To configure the server, double-click on the registered server and the login screen appears:

Server Login @

i Login |

q Digifort Mobile Camera Server login

Server: Local
P 127.0.0.1
Port: 3650

User
|

Password

Biopass

Biopass reader not connected

Login ] | Cancel

The default username is admin and the password is blank.

16.2.1 Configurations

To access the server configurations, click on Configurations as in the image below:

4 ﬁ Digifort Mobile Camera Servers
4- Local

' Mohile devices
Settings l/}.
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3 g Digifort Servers Administration port:

:.\ r Digifort Analytics Servers E\ESU ':

|:, ‘ Digifort LPR. Servers HTTP port: )

4 ‘ Digifort Mobile Camera Servers ‘555{ 5
<M Stream input port:

¥ Mobile devices 5652 |
-y m x|
- Administration Password:
- status r 1

Confirm password:

Reset administration password

Save settings

Administrating the server local (IP: 127.0.0.1 Port: 8650)...

This screen provides the following features:

Administration port: Port used by Digifort to configure the Digifort Mobile Camera server.
HTTP Port: http port used for communication.

Stream input port: Port used to receive the video stream;

Administration password: Administration password of the Digifort Mobile Camera senrver.
Confirm password: Confirm the password to register.

Admin password reset: redefines default password, that is, blank.
Save Configuration: Saves the changed configuration.

Note: It is important to remember that these ports must be released on the firewall and network of
computers involved.

16.2.2 Status

In status you can check important information such as consumed bandwidth and connected
devices.
To access click on Status as shown below:
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F -ﬁ Digifort Mobile Camera Servers

4 q Local

# Muobile devices

i ﬁ Settings

In the General tab, there are two charts:

General | Connections |

Device connections: 1
Devices traffic: 498.15 kbits/s

es traffic (498.15 kbits/s - 0.49 mbits/s)

onnections (1)

The first one shows the total bandwidth consumption and the second one shows the amount of
devices attached to the senver.

In the connections tab, there is the list of connected devices, IP, bandwidth consumption and the
total time connected to the senrver:
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General | Connections

A Device Address Traffic

E Ewverton Tablet 192.168.0.10 454,28 kbits/s

16.2.3 Mobile devices

Connection time

0 Hour(s), 8 Minute(s) and 11 Secand(s)

You need to register the devices that will send the images to Digifort.

Click on mobile devices as in the image below:

F “ Digifort Maobile Camera Servers

4 q Local

Bl # Mobile devices |

The following Register screen appears:
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Mobile devices

3 K Digifort Servers Device Description
- Digifort Analytics Servers . Eric Eric

P Digifort LPR. Servers . Eediss B

4 . Digifort Mobile Camera Servers . Erasas ErEEs

4 ‘ local

' e e
ﬂ' Settings
Lo st

o @ @ o | Add || Modify || Delete

Administrating the server local (IP: 127.0.0.1 Port: 8650)...

Add a unique name to associate the mobile device to the Software. To do this, click on Add.
The following screen appears:

Mokile device registration @

General

- Mobile device registration

Mame
Everton Tablet

Description
Everton Tablet

Activate

Lok || o

Enter the device name and click on OK. The device will be registered in the list:
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16.3

Device Crescription
E Eric Eric
E Everton Ewverton
E Francisco Francisco

E Everton Tablet Everton Tahlet

Configuring the application

First of all, download the Digifort Mobile Camera application on Google Play or AppleStore and install

it on your mobile device.

When you open the application, the following screen appears:
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Start Streaming

First, click on the gear on the top right corner, and the following configuration screen appears:
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Main Settings

Server Address 192.168.0.16

Server Port 8651

Device Everton

Camera

Quality

Resolution B40XA8(

Real Time Preview

Defaults

In the configuration screen, register the Server IP where the mobile device is registered, as explained

in the previous topic.
e The server port is the same from the previous topic.

e Device: click on this option and the devices registered in Digifort appear in a list:
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Back Devices

Eric
Everton
Everton Tablet v

Francisco

Select the desired device.

Camera: If your device has a front or rear camera, you can select it in this option.

Back Camera

Default
Back v

Front

Quality: Select the streaming quality of the images.

Resolution: Click on this option to choose the resolution for image streaming;
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Back Image Resolution

1280x720
1024x576
860x720
800x600
800x480
768x576
736x552
720x576
720x480
640x480
320x240
352x288
240x160

176x144

Real Time Preview: If the option is not enabled, the video stream appearing on your device screen is
sent to the system. In case of slow streaming, you can have a defective image.

After the settings, go back to the home screen and click on Start Streaming
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HIGIFOTE

/

Suivelllence Susten

|

ﬁp Streaming

The image captured by the mobile device is sent to the server.

treaming... FPS: 3 - Bandwidth: 2,33 mbits/s

On the top left comner, there is the option to turn on your device flashlight if supported.

On the lower left corner, there is the detail of video streaming: Frames per second and bandwidth
used.

If you want to interrupt the video streaming, simply click on Stop Streaming.

16.4 Registering the camera

The last step is to register the Mobile Camera to record in Digifort.

Open the recording server and click on Add. If you have any questions on camera registration, check
Recordin r
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General |

B4 General camera data

Camera name

Ewerton Mohile

Manufacturer

|Digifort

Camera model

Camera description
Everton Mobile

w | Digifort - IP Surveillance System

Firmware

|Digifort Mabile Camera

v] |1.D.D or greater

*)

Camera address
127.0.0.1

Camera shortout

Recordiljg directory
c:\mobile apagary

[¥] Activate camera

Part (3651)

|§ 8651

Lzer Password

% admin E|
Connection timeout (Miliseconds)
30000 =

On this screen, type the Name and description to identify your camera.
In Manufacturer, choose Digifort.

In camera model choose Digifort Mobile Camera.

In Camera Address, choose your server IP from the Digifort Mobile Camera server. Check Configuring

the Mobile

If it has not been changed, the default communication port of the Digifort Mobile Camera is 8651.
In User and Password, enter the Digifort Mobile Camera server user.

And finally, choose a directory for recording;

Now click on Media Profiles and double click on the recording profile:

© 2002 - 2020 by Digifort, all rights reserved



Digifort Mobile Camera 199

Media Profile |
.2 Media Profile settings

Profile Mame Profile Description
fREI:I:url:Iing Standard profile for video recording
Video settings

Video Compression | Activate audio
Motion JPEG -

L7

F_rame rate - Metric
30 = [Semnd hd ]

0.03 second(s) between frames

Device

LEverm YJ
Eric

Everton

Everton Tablet the frame rate, resolution and image

Francisco

As the driver doesn't support configuration of frame rate by media session, the system
can limit the frames received by way of a mechanism which discards the undesired
frames, this however results in higher consumption of bandwidth, since the equipment
can be transmitting at a rate of 30 FPS and the software can be configured to limit at 7
FPS, so 23 frames will be received and discarded. To disable the frame rate limiter,
configure as 30 frames per second,

To configure the desired frame rate, resolution and image quality, you must enter the
configurations of your equipment directly by vour browser,

Mote: The configurations of frame rate; resolution and image quality configured directly
into the equipment will be valid for all of created media profiles.

Preview i- QK ] ’ Cancel

The Digifort streaming is made in JPEG Motion. Choose the desired frames per second rate.

Now on the Device option, choose the device that is receiving the Stream.
Click on Preview to view the image being streamed:
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Media Profile -

Media Profile

FF .2 Media Profile settings

Video settings

Profile Name Profile Description

il'.-"..ECI:lFl:iil-'lg Standard profie ﬁ:n:iaen recording

[ | Activate audio

| Video Compression
’ | Motion JPEG |

Fracirae: =~ M
o]

0 = [s

0.03 second(s) between {1

Device
[Everton

Your equipment doesn't suj
quality in media sessions.,

As the driver dogsn't suppd
can limit the frames receive
frames, this however resul
can be transmitting at a ra
FPS, 5o 23 frames will be rs
configure as 30 frames per

To configure the desired fri
configurations of your equi

Mote: The configurations o
into the equipment will be v

Live image

[ Preview

Done, Digifort is ready to record the images received.
Note that the resolution of the image to be recorded must be configured in the Device, as shown in the

Configuring the application topic
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17 Centralized server list

Attention, this feature is intended for advanced users of the system.

It is possible to have your Monitoring clients access Digifort servers listed in a file that is hosted on
the eu network on a web server.

The idea behind this feature is that you do not have to manually register the servers to be connected
to the Monitoring client manually.

To do this, you will need to create a file with the extension .dssf. Within this file there will be an xml
structure with the information of the senver to be accessed:

_n_; servers, dssfixt - Notepad s O w

Eile Edit Format  Wiew Help
¢DigifortSurveillanceScript wersion="1.8">

¢l--8dd the servers {(Optional)-->

¢l--Exclusive="Boolean" {Use only the serwvers of the XML. Do not use
the registered servers)->

<Sarvers Exclusiwe="Trus">

¢l--Nama: Server name, will be used to associate the cameras below--2
¢!l --Address: Serwver address-->

<!--Port: Connectlion port-->

<! --ConnectionMode: Internal or External-->

<! --MadiaRecelveMode: Unicast or Multicast-->

<!--Username: User name encrypted by RC&6--3>

¢! --Password: Password encrypted by RCG-->

<! --ButoConnect: Connect automatically to the server-->»

<!--Butologin: Login automatically using the credentlals above-->

<Server MName="DigifortServer" Address="127.6.8.1" Port="&6oa"
ConnectionMode="Internal™ MedlaReceliveMode="Unlcast"
Username="bOkZLNE=" Password="" Autolonnect="True" AutolLogin="False" />
<fServersy

</DigifortsurveillancesScript>

After that create a Script.ini file in your Digifort installation folder (Ex: C:\Program Files (x86)
\Digifort\Digifort <your version>)
with the path to the Dssf file as shown in the image below:
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:] Script.ini - Notepad

File Edit Format View Help
[Script]
File=http://127.0.0.1/public/servers.dsstf

M_wl Script.ini - Notepad

File Edit Format View Help
[Script]
File=x:\DigiFnrtScrip&\Script.dSEF

Now whenever you start the monitoring client it will look for the servers contained in the dssf file.
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